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	References:
BUMEDINST 5370.4 Navy Medicine Anti-Fraud Program of 01 Apr 2010

DISCLAIMER:  This list of references is not all inclusive and the most recent updates may not be reflected.  Commands are responsible for all instructions and guidance related to a particular program or inspectable area.
	Command/BHC/Detachment:

Date:

Command POC:
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	BUMEDINST
5370.4 Encl (2), para. 3a.-e.
	The command has a procedure in place that continuously ensures that the integrity of  personnel access to STARS-FL, CHCS, AHLTA, WAWF-RA, SLDCADA, DTS, DHMRSI, ESSENTRIS, DEERS.

 (Full name of systems listed under additional comments section of checklist.)
	
	
	x
	x
	x
	x
	Documented evidence of routine reconciliation of personnel rosters with access rosters of each program listed.  Random check of deletion of personnel access who have detached from command.



	BUMEDINST
5370.4 Encl (2), para. 3a.-e.
	The command monitors system access logs for unusual system usage patterns ( i.e., usage outside of normal duty hours and on weekends)
	
	
	x
	x
	x
	x
	Documented evidence of routine audits of system access logs specific for hours.

	BUMEDINST
5370.4 Encl (2), para. 3a.-e.
	The command has a system in place that monitors access logs for personnel that have multiple user roles. (i.e., approving official in the GPC commercial bank system who is also a cardholder.
	
	
	x
	x
	x
	x
	Documented evidence of routine audits of system access logs that is specific for multiple user roles.

	BUMEDINST
5370.4 Encl (2), para. 3a.-e.
	The command ensures that electronic records retention policies are executed. 
	
	
	x
	x
	x
	x
	Random document review of paper trail on a transaction.

	BUMEDINST
5370.4 Encl (2), para. 3a.-e.
	The command promotes awareness of “phishing” schemes, including how personnel can recognize and report them. “An All Hands” messages are sent when a “phishing” attempt is made at the activity.
	
	
	x
	x
	x
	x
	Documented information awareness training. Documented evidence of all hands email when “phishing” attempt is made against the command.




	Additional Comments

STARS-FL = Standardized Accounting and Reporting System-Field Level
CHCS = Composite Health Care System
AHLTA= Armed Forces Health Longitudinal Technology Application
WAWF-RA = Wide Area Work Flow – Receipt and Acceptance
SLDCADA – Standard Labor Data Collection and Distribution Application
DTS = Defense Travel System 
Essentris = Inpatient and Emergency Department Electronic Health Record
DEERS = Defense Eligibility Enrollment System

GPC = Government –wide Purchase Card commercial bank system
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