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Biosurety Program

Revised:  December 2014
	References:

* OPNAVINST 5530.16A

* OPNAVINST 5530.14D

* DODI 5210.89

* DODD 2040.2
	Command POC:


DISCLAIMER:  This list of references is not all inclusive and the most recent updates may not be reflected.  Commands are responsible for all instructions and guidance related to a particular program or inspected area.
	Reference
	Standard
	Yes
	No
	Echelon Applicability
	Comments

	
	
	
	
	2 
	3
	4
	5
	

	Introduction and Surety Guidance



	Navy facility properly safeguarded against theft, loss, diversion or otherwise unauthorized access or use, and operations are conducted in a safe, secure and reliable manner?
	
	
	
	
	√
	√
	√
	

	BSAT subject to the provisions of the Navy Biological Surety program listed in Appendix A of OPNAVINST 5530.16A?
	
	
	
	
	√
	√
	√
	

	Users established processes to facilitate the implementation of the OPNAVINST 5530.16A?
	
	
	
	
	√
	√
	√
	

	Commanders/Directors cite the OPNAVINST 5530.16A as the authority for requesting resources necessary to meet Safety, security or PRP requirements of BSAT operations?
	
	
	
	
	√
	√
	√
	

	Commanders/Directors restrict access to BSAT to authorized persons and keep the number of persons allowed such access to a minimum consistent with mission, safety, and security requirements?
	
	
	
	
	√
	√
	√
	

	Commands forwarded requests with recommendations for variance/waivers/exceptions to the policies in the OPNAVINST 5530.16A through proper channels to CNO (N3AT)?
	
	
	
	
	√
	√
	√
	

	Facility is in compliance with all international treaties that the United States is a part of including the BWC & CWC?
	
	
	
	
	√
	√
	√
	

	Facility has a Biological Surety program in place?
	
	
	
	
	√
	√
	√
	

	If Command established new facilities where BSAT is used, was approval requested during the planning stage through appropriate chain of command and was the CNO (N3AT) consulted regarding security requirements?
	
	
	
	
	√
	√
	√
	

	Has facility terminated work with BSAT and notified CNO (N3AT) and CNO (N09N2) through appropriate chains of command and BSAT no longer maintained at facility?
	
	
	
	
	√
	√
	√
	

	Has Commander/Director of facility appointed, in writing, a Biological Surety Officer?
	
	
	
	
	√
	√
	√
	

	Commander/Director established a local biological surety board to assist in managing the surety program?
	
	
	
	
	√
	√
	√
	

	Facility conducted annual self-evaluation to ensure all requirements of the DODI 5210.89 are met and evaluations are maintained for 3 years?
	
	
	
	
	√
	√
	√
	

	If facility is co-located with other Service BSAT sites, has an MOU been developed if local surety evaluations will be conducted that affect the Navy facility?
	
	
	
	
	√
	√
	√
	

	Facility in compliance with CDC/APHIS requirement for periodic evaluations (24-36 months) for renew of BSAT registration?
	
	
	
	
	√
	√
	√
	

	Biological Select Agents and Toxin (BSAT) Security Program


	Facility has implemented a BSAT security program as per the DODI 5210.89 and is included in the host facility's Antiterrorism/Physical Security Plan?
	
	
	
	
	√
	√
	√
	

	Commander/Director established and maintains a close coordination with NCIS field offices, supporting military intelligence units, local and civil and federal law enforcement agencies?
	
	
	
	
	√
	√
	√
	

	Commander/Director coordinated and disseminated threat information and periodically briefed personnel on the threat to themselves, installation as well as personnel security measures to protect themselves and deter threats?
	
	
	
	
	√
	√
	√
	

	Commander/director utilized the DIA Threat Analysis to develop their security plan?
	
	
	
	
	√
	√
	√
	

	All BSAT restricted areas are indentified and provided to host facility?
	
	
	
	
	√
	√
	√
	

	Established a lock and key control program as per OPNAVINST 5530.14D?
	
	
	
	
	√
	√
	√
	

	Security force drills conducted periodically?
	
	
	
	
	√
	√
	√
	

	Security standards are properly observed and implemented to the maximum extent possible though OCONUS facilities are exempted from provisions of the 42 CFR Part 73?
	
	
	
	
	√
	√
	√
	

	Variance/waiver/exceptions from policy were identified, endorsed, approved and corrected by the proper command level?
	
	
	
	
	√
	√
	√
	

	Approval of any physical security BSAT variances/waivers/exceptions granted by CNO (N3AT) and approval of any BPRP variances/waivers/excepts granted by CNO (N09N2)?
	
	
	
	
	√
	√
	√
	

	Have compensatory measures been developed for each waiver/exception?
	
	
	
	
	√
	√
	√
	

	Have annual reports been submitted through the appropriate chain of command by 31 Jan and include ALL variances/waivers/exceptions?
	
	
	
	
	√
	√
	√
	

	Biological Personnel Reliability Program



	Commander/Director has established a Biological Personnel Reliability Program to ensure that persons with access to BSAT meet high standards of reliability?
	
	
	
	
	√
	√
	√
	

	Designated Certifying Officials (CO), in writing?
	
	
	
	
	√
	√
	√
	

	Screened, evaluated and certified individuals for the BPRP?
	
	
	
	
	√
	√
	√
	

	Continuous evaluations kept in the form of periodic reinvestigations, drug tests, supervisor evaluations, peer observation, Certifying Officials and support agency personnel?
	
	
	
	
	√
	√
	√
	

	Removed individuals from BPRP duties due to medical restriction, suspension, disqualification or administrative termination?
	
	
	
	
	√
	√
	√
	

	Personnel wishing to be considered for BPRP signed the Privacy Act of 1974
	
	
	
	
	√
	√
	√
	

	Commander/Director identified positions that require access to BSAT that include personnel who require routine access to BSAT (or infrequent access that requires an escort), authorized to escort visitors, control direct access to BSAT, issue proximity cards, PINs, keys combinations, biometric codes that provide direct access to BSAT or are vehicle operators transporting BSAT?
	
	
	
	
	√
	√
	√
	

	Is the CO, Reviewing Official and Assistant Reviewing Official (if there is one) Military or DoD Civilian personnel?
	
	
	
	
	√
	√
	√
	

	Have BPRP monitors been assigned, in writing?
	
	
	
	
	√
	√
	√
	

	Has a BDPR been established and properly maintained?
	
	
	
	
	√
	√
	√
	

	CO determined reliability, suitability and ensure that individuals are qualified, trained, and proficient before being assigned to BPRP duties?
	
	
	
	
	√
	√
	√
	

	CO uses Initial Interviews, Personnel Security Investigations (PSIs), Personnel Records Review, Medical evaluations and drug testing to determine reliability/suitability?
	
	
	
	
	√
	√
	√
	

	Individual's subject of a current and favorably adjudicated PSI?
	
	
	
	
	√
	√
	√
	

	Individuals complied with training requirements set up in local requirements, plans and regulations for the specific duties they perform?
	
	
	
	
	√
	√
	√
	

	OPNAV 5510/414 initiated/completed for those entering/certified into the BPRP?
	
	
	
	
	√
	√
	√
	

	All signatures on the original record made in ink?
	
	
	
	
	√
	√
	√
	

	Errors in the record discovered prior to initial certification were corrected by lining through the error and/or inserting the correction as appropriate and initialing/dating the correction?
	
	
	
	
	√
	√
	√
	

	CO conducted personal interviews with each candidate for BPRP duties and was signed and dated by both parties?
	
	
	
	
	√
	√
	√
	

	Personnel records screening was performed for each individual in the BPRP?
	
	
	
	
	√
	√
	√
	

	PSI's are current and proper for access to BSAT?
	
	
	
	
	√
	√
	√
	

	Is anyone interim certified into the BPRP?
	
	
	
	
	√
	√
	√
	

	Has a Competent Medical Authority been designated in writing?
	
	
	
	
	√
	√
	√
	

	If Potentially Disqualifying Information (PDI) was found, was it forwarded to the CO appropriately?
	
	
	
	
	√
	√
	√
	

	Drug testing was completed within 6 months prior to certification into the BPRP or there is a waiver in place?
	
	
	
	
	√
	√
	√
	

	Drug testing documented?
	
	
	
	
	√
	√
	√
	

	Have there been any disqualifications from the BPRP and were they handled according to the strict timeline in the OPNAVINST 5530.16A?
	
	
	
	
	√
	√
	√
	

	Were there any Re-Qualifications to the BPRP?
	
	
	
	
	√
	√
	√
	

	Control of Biological Select Agent and Toxins (BSAT)



	Facility-specific BSAT inventory management SOP has been drafted?
	
	
	
	
	√
	√
	√
	

	BSATs are maintained under a system of records that provide an audit trail of custody from receipt to destruction or transfer?
	
	
	
	
	√
	√
	√
	

	Records of completed transfers maintained at the sending command for 3 years?
	
	
	
	
	√
	√
	√
	

	Site-specific Inventory management SOP includes instructions for completing the APHIS/CDC Form 2?
	
	
	
	
	√
	√
	√
	

	Site-specific inventory management SOP includes methods for reporting/documenting agent use, transfer or destruction to the Responsible Official (RO)?
	
	
	
	
	√
	√
	√
	

	SOP includes documentation of BSAT destruction?
	
	
	
	
	√
	√
	√
	

	SOP includes record keeping instructions?
	
	
	
	
	√
	√
	√
	

	SOP includes frequency of inventories?
	
	
	
	
	√
	√
	√
	

	SOP includes method of resolving inventory discrepancies?
	
	
	
	
	√
	√
	√
	

	Inventory management and custodial records consist of a combination of inventories, shipping, and transfer documents, location records, destruction certificates, and other documents as directed by the RO?  
	
	
	
	
	√
	√
	√
	

	Lab notebooks used as part of the documentation?
	
	
	
	
	√
	√
	√
	

	Records retained for 3 years after the date of shipment of BSAT?
	
	
	
	
	√
	√
	√
	

	Transfer of BSAT is per federal regulation?
	
	
	
	
	√
	√
	√
	

	Export control requirements for BSATs are implemented as per DODD 2040.2?
	
	
	
	
	
	√
	√
	

	Biological Accident or Incident Response



	Commanders/Directors with a biological surety mission established plans to address biological accidents and incidents?
	
	
	
	
	
	√
	√
	

	Plans address response to natural disasters?
	
	
	
	
	
	√
	√
	

	Plans address coordinating with external agencies that provide support?
	
	
	
	
	
	√
	√
	

	Did facility forward biological accident and incident response plans to the responsible Navy Region for review and approval?
	
	
	
	
	
	√
	√
	

	Commanders/Directors reported biological incidents as soon as possible and in no case later than 4 hours after the event have taken place?
	
	
	
	
	
	√
	√
	

	Facilities conducted exercises and drills of emergency plans?
	
	
	
	
	√
	√
	√
	

	Facility included the participation of external agencies at least once every two years?
	
	
	
	
	√
	√
	√
	

	Commanders/Directors ensured that "lessons learned" from exercises were validated and documented, in writing, as After Action Reports (AARs)?
	
	
	
	
	√
	√
	√
	

	Biological Select Agent and Toxin (BSAT) Safety and Occupational Health Program



	Facility has established a safety and occupational health program?
	
	
	
	
	√
	√
	√
	

	Controls for biological activities include:  General microbiological practices and techniques, universal precautions, good personal hygiene, good housekeeping practices, medical surveillance, worker safety and awareness training, and warning signs?
	
	
	
	
	√
	√
	√
	

	Facility established procedures for decontamination, environmental surveillance, maintenance, and shipping/transport of bio-hazardous materials?
	
	
	
	
	√
	√
	√
	

	BSAT was secured or in the direct control of a BPRP certified individual while awaiting transportation?
	
	
	
	
	√
	√
	√
	

	Movements of BSAT on DoD installations were kept to a minimum, consistent with operations and safety requirements?
	
	
	
	
	√
	√
	√
	

	Bio-hazardous waste generated from research laboratories placed in primary autoclave bag within a labeled, durable, leak-proof secondary container with closeable lid and any waste generated from animals were segregated and disposed of based on the hazard present?
	
	
	
	
	√
	√
	√
	

	Degree of containment based on the level of health hazard or the level of impact the agent poses to personal work practices and the environment?
	
	
	
	
	√
	√
	√
	

	Biosafety cabinets are appropriate to Biosafety level and are approved by the area Environmental Safety & Health team?
	
	
	
	
	√
	√
	√
	

	Personal Protective Equipment (PPE) was chosen and the required training for its use was determined by the Principal Investigator for the lab and is appropriate?
	
	
	
	
	√
	√
	√
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