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Health Information Management—Privacy Self-Assessment

	References:

*DoD 8580.02-R
*DoD 6025.18 
*DoD 6025.18-R
*DoD 5400.11
*SECNAV 5211.5E

*BUMEDINST 5239.2

*NAVMED Policy 09-016, 06 Jul 09

DISCLAIMER:  This list of references is not all inclusive and the most recent updates may not be reflected.  Commands are responsible for all instructions and guidance related to a particular program or inspectable area.

	Command POC:

	Reference
	Standard
	Yes
	No
	Echelon Applicability
	Comments/Notes

	
	
	
	
	2
	3
	4
	5
	

	DoD 8580.02-R: C1.6.3

DoD 6025.18-R: C14.1
	Are there a command HIPAA Privacy Officer, a command HIPAA Security Officer and Responsible Agent for addressing privacy complaints designated in writing? 

Note:  Responsible Agent may be Privacy Officer or other designated official i.e. Customer Service Representative(s) 
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	(
	(
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	DoD 6025.18-R: C14.9;

SECNAV 5211.5E;

BUMED Policy Memorandum Ser M6/12UM6172 (DSAs);

ALNAV 070/07: R 042232Z OCT 07: “DON PII Annual Training Policy”;

NAVMED Policy 09-016

	Is there a command level HIPAA  or Privacy Program instruction that addresses required policies to include: individual rights; uses and disclosures; training; Data Sharing Agreements; authorizations; breach mitigation; complaints and sanctions?

Note:  Be prepared to demonstrate complaints are responded to within 30 days, sanctions are applied to violators, record retention of HIPAA related records are maintained, and number of breaches submitted in a timely fashion. 
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	DoD 6025.18-R C4;C7;C82
	Is the command appropriately accounting for disclosures of PHI outside of treatment, payment and operations and ensuring the minimum necessary rule?

Note:   Demonstrate utilization of Protected Health Information Management Tool (PHIMT) or other approved accounting tool to document disclosures and/or complaints.   
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	DoD 8580.02-R: C1.6.4, C1.6.5; 

DoD 6025.18-R: C14.6

DoD 5400.11 C7.3, C7.4 ; 

BUMEDINST 5239.2
	Are regular privacy evaluations conducted throughout the command and its subordinate commands to identify material weaknesses?

 Note: Be prepared to provide copies of evaluations conducted throughout the last year and corrective plans of action.
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	Has the command performed periodic risk assessments to determine potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic PHI held by the command?


	
	
	
	
	
	
	

	DoD 6025.18-R: C14.2
	Is the command maintaining 95% training compliance for DoN CIO PII training via NKO and the DHA merged HIPAA/Privacy Act Course?  

Is the command ensuring all staff members having access to systems of records containing PHI/PII have completed Privacy Act/HIPAA training prior to granting access?  

Has the command identified position specific privacy education and training beyond the DHA merged Privacy Act/HIPAA annual refresher course?

Note: Be prepared to provide examples of what training is being conducted and training compliance.  
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	DoD 8580.02-R

BUMEDINST 3030.4

	Are command contingency plans adequate enough to address data backup, disaster recovery and emergency mode operations for systems containing PII/PHI if maintained locally?

Note:  Be prepared to demonstrate how plans are tested and what was the last date of assessing the feasibility and functionality of the command’s contingency plan?    
	
	
	
	(
	(
	(
	

	Additional Comments:
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