[image: image2.png]Med-00%G
xlnspecto@&a,




Information Management (IM)/Information Technology (IT)
[image: image1.png]Med-00%G
xlnspecto@&a,




Information Management (IM)/Information Technology (IT)
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	Command POC:


	Standard
	Yes
	No
	Comments

	Does the command have any Department of Defense (DoD)/Veterans Administration (VA) sharing agreements which involve the movement of Protected Health Information (PHI) data between the facilities using “Legacy” connectivity directly from facility to facility vs. via the DoD/VA gateway?  

If so, is there a plan to move to the DoD/VA gateway? (may not apply to overseas Commands)
	
	
	

	Does the command use Medical Readiness Reporting System (MRRS) to report Individual Medical Readiness (IMR)?  

If not, what system is used?
	
	
	

	How does the command track Pre/Post Deployment Health Assessment/Reassessment (PDHRA) compliance with individual augments?
· Do they verify the information in MRRS?
· Do they verify the information in the Navy and Marine Corps Public Health Center (formerly the Navy Environmental Health Center) database?
· Is the Help Desk staff aware of this web site and are they able to assist the end users with questions?
	
	
	

	Does the command aware use DoD/VA Sharing software (i.e. BHIE (Bi-Direction Health Information Exchange), CHDR (Clinical Data Repository/Health Data Repository) or LDSI (Laboratory Data Sharing and Interoperability)?  

If yes, which applications?  

Are the Help Desk staff aware of the software and are they able to assist end users with questions?
	
	
	

	Has the command received the new TRICARE Online Pharmacy CD?

	
	
	

	If the command uses any of the DoD/VA data sharing software are the end users aware of the software?  

How is information disseminated regarding the software?
	
	
	

	Is the command's network infrastructure fully IPv6 (Internet Protocol version 6) compliant as directed by DoD policy?


	
	
	

	Is all software is properly licensed, managed, and maintained?

	
	
	

	Is there an IT hardware life cycle plan?


	
	
	

	Is network access managed in accordance with DoD and GNOC (Global Network Operations Center) policy?

	
	
	

	Is the command's Chief Information Officer (CIO) aware of chain of command contact information?
· Regional Information Systems Officer (RISO)?

· Navy Medicine Information Systems Support Activity (NAVMISSA)?

· (BUMED) Bureau of Medicine and Surgery CIO?
	
	
	

	Does the command understand the Information Systems Trouble Ticket escalation process?

	
	
	

	Do individual users of the IT systems feel they have the tools to do their job?  If not, what do they need?

	
	
	

	Does the individual user know how to ask for new tools?


	
	
	

	Does the individual user know how to place a Trouble Ticket?


	
	
	

	Does the IM/IT department participate in the Management Internal Control Assessment Program?


	
	
	

	Is the CIO aware of the recent IT Privacy and Security policies that BUMED has signed?
· Wireless?

· Data at Rest?

· E-mailing PHI/Personally Identifiable Information (PII)?
	
	
	

	Is the CIO aware of DoD/Department of the Navy (DON) Policies on IT Privacy and Security?
· PKI (Public Key Infrastructure) Implementation, Phase II?

· Incident Reporting for Loss of PHI/PII?

· Blackberry Security?
	
	
	

	Are users required to sign the OPNAV Form 5239/14 (System Authorization Access Request) before given access to Information Systems?  

If yes, does the command use the specific OPNAV Form 5239/14?
	
	
	

	Is the Health Insurance Portability and Accountability Act (HIPAA) Officer assigned in writing?

	
	
	

	Is the Information Assurance Manager assigned in writing?

	
	
	

	Does the command have a documented IT Contingency Plan to restore IT system availability?
· Is it tested annually?

· Documented?

· Lessons learned developed?

· Does it support mission essential functions and recovery time objectives?
· Is annual training conducted for personnel responsible to ensure the effectiveness of the plan?
	
	
	

	Is command and departmental staff 100% compliant on HIPAA and Privacy Act Training?


	
	
	

	Does the command have a security awareness and education plan?


	
	
	

	Are there non-US citizens employed at the command that are assigned to sensitive duties (includes positions involving access to Privacy Act/HIPAA information)?  

If yes, have waivers been approved?
	
	
	

	Does the command conduct internal evaluations on the effectiveness of implementing IT Privacy and Security requirements?  

If yes, provide documentation.
	
	
	

	Does command staff know the following?

· Who the HIPAA Officer is?

· Who the Information Assurance Manager is?

· How to protect their network login information?

· How to digitally sign and encrypt e-mails that contain PHI/PII?

· The command's policies regarding the storing of PHI/PII on laptops, thumb drives and Blackberries?
	
	
	

	Are locking cables issued with command laptops?

	
	
	

	Does command staff receive local training and awareness on IT Privacy and Security requirements?


	
	
	

	Have all new command IM/IT investments since March 1, 2007 been authorized with written approval granted via the Navy Medicine IM/IT governance process?


	
	
	

	Are all IM/IT assets identified and registered in the Department of the Navy Application and Database Management System (DADMS) as of March 1 2007?  (e.g. Applications, databases, servers, network appliances to include brocade information storage devices)
	
	
	

	Is there a process where common IT system user errors (and business impacts) are identified and tracked to formulate corrective measures and training?


	
	
	

	Additional Comments:
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