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Information Security Program


	References:
* SECNAV M-5510.36
DISCLAIMER:  This list of references is not all inclusive and the most recent updates may not be reflected.  Commands are responsible for all instructions and guidance related to a particular program or inspectable area.
	Command/BHC/Detachment:

Date:

Command POC:












Echelon

	Reference
	Standard
	Yes
	No
	2
	3
	4
	5
	Comments/Notes

	SECNAV M-510.36: Para 2-2
	Has the Security Manager been designated in writing and a copy of the appointment letter forwarded to the CNO (N09N2)?
Note: Be prepared to provide a copy as well as documentation that it has been forwarded to N09N2.
	
	
	X
	X
	X
	X
	

	SECNAV M-510.36: Para 2-7
	Has the Information Assurance Manager been designated in writing?

Note: Be prepared to provide a copy.
	
	
	X
	X
	X
	X
	

	SECNAV M-510.36: Para 2-8
	Has the Special Security Officer been designated in writing?

Note: Be prepared to provide a copy.
	
	
	X
	X
	X
	X
	

	SECNAV M-510.36: Para  2-2
	Has the command developed a security instruction?

Note: Be prepared to provide a copy for review.
	
	
	X
	X
	X
	X
	

	SECNAV M-510.36: Para 2-2
	How do the Special Security Officer, Information Assurance Manager, and Security Manager coordinate and cooperate in the command program?


	
	
	X
	X
	X
	X
	

	SECNAV M-510.36:  Para 10-2
	Does command security equipment meet the minimum standards of GSA? 

Note: Be prepared to explain how equipment utilized meets the standards as per the GSA standards.
	
	
	X
	X
	X
	X
	

	SECNAV M- 5510.36: Para 7-4
	Does the command have control measure in place for the receipt and dispatch of Secret information?

Note: Be prepared to demonstrate how Secret information generated or retained within the command is protected from unauthorized disclosure by access control and compliance with the marking, storage, transmission, and destruction requirements.
	
	
	X
	X
	X
	X
	

	SECNAV M-5510.36: Para 7-11
	Do you maintain a vault, secure room, strong room or security containers to store top secret, secret, classified material?

If so, how do you execute your end-of-day security checks?
Note: Be prepared to demonstrate and present documentation to how these procedures are carried out.
	
	
	X
	X
	X
	X
	

	SECNAV M-5510.36: Para 2-2, 12-2
	Reported and investigated all security threats, losses, and compromises?

Note:  If this has occurred, be prepared to provide preliminary inquiries, investigations, etc. for review and discussion.
	
	
	X
	X
	X
	X
	

	SECNAV M-5510.36: Para 6-26 thru 6-35.
	Are all classified materials marked or have the appropriate SFs been attached to indicate the highest overall classification level of the information contained therein?

Note: Be prepared to explain and demonstrate how controls are in place to identify, catalog and mark these materials. 
	
	
	X
	X
	X
	X
	

	SECNAV M-5510.36: Para 7-10.
	Are SFs 703, 704, and 705 placed on all classified information when removed from secure storage? 

Note: Be prepared to explain and demonstrate how this is accomplished.
	
	
	X
	X
	X
	X
	

	SECNAV M-5510.36: Para 9-6
	Are command personnel advised not to discuss classified information over unsecured circuits? 

Note: Be prepared to explain how attempts are made to ensure that the classified information is not overheard by unauthorized personnel.
	
	
	X
	X
	X
	X
	

	Additional Comments or Notes:
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