TOP TEN DO’S AND DON’T’S FOR POSTING CONTENT 
TO YOUR WEBSITE(S)

The World Wide Web (WWW) is an extremely powerful public information tool, and its use, within Department of Defense (DoD) and Department of the Navy (DoN) guidelines, is encouraged.  To ensure that your content, graphics, and photos meet the standards and requirements already in place, we have created the most often asked Do’s and Don’ts for posting content to your website(s).
The Top 10 Do's

1. Include your organization’s full name and official postal mailing address on the homepage.


2. Include the statement:   “This is an Official U.S. Navy or U.S. Marine Corps web site.”
3. Privacy Policy shall statement should read: “Please read our Privacy Policy notice” and hyperlink to the official Privacy policy web site for your organization.
4. Ensure that your web site is presented in a manner reflecting the professionalism of the U.S. Navy.
5. Your web site should be in compliance with the Privacy and Freedom of Information Acts.
6. Web site content should contain only “approved for release” general information suitable for viewing by anyone, anywhere in the world.
7. When posting images to your web site, ensure that they support the overall mission of Navy Medicine. 
8. Be sure your content is current, accurate and factual, and reflects only information for which the publishing command has release authority.  

9. General telephone numbers and non-personalized e-mail addresses for commonly-requested resources, services, and contacts, without individual’s names, are acceptable.

10. Biographies of flag officers, commanders, commanding officers, officers in command, executive officers or deputies, the civilian equivalents of those officers just listed, and command master chief petty officers or Marine Corps master gunnery sergeants may be posted to command/activity web sites. These biographies should NOT include date of birth, current residence, nor any information about family members. 
The Top 10 Don’ts

1. Your web site should not include classified material, “For Official Use Only” information, proprietary information, or information that could enable the recipient to infer this type of information.
2. Do not identify family members of DoN personnel in any way, including in photos or photo captions, except for the spouses of senior leadership who are participating in public events such as ship namings, commissionings, etc.  Furthermore, family member information should not be included in any online biographies.
3. Any web sites developed and/or maintained by contractors may not include the contractor’s name, nor may they link to the contractor's web site.  DoN web sites cannot display any logos indicating the web site is best viewed with any specific browser.
4. Your web sites cannot display any logos or graphics for events, issues, or commemorations unless the event, issue, or commemoration is command-sponsored.
5. Commercial page counters cannot be displayed on your web site.
6. No material containing copyrighted or under trademark without the written permission of the copyright or trademark holder can be posted on your web site.  
7. Your web site cannot display personnel lists, organizational charts, or command staff directories which show individuals’ names, individuals’ phone numbers or e-mail addresses which contain an individual’s name.  
8. To avoid the appearance of official endorsement, your web sites should not link to web sites of non-government entities or to commercial sites.

9. When using frames, do not link to any external content within the window of a frame nor should any web sites be prohibited through the use of hard coding.
10. Information from other military web sites should not be duplicated but may be referenced or otherwise linked.
For more information regarding the Department of the Navy Policy for Content of Publicly Accessible World Wide Web Sites, see the SECNAVINST 5720.47B.
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