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DHA Vision 
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“A joint, integrated, premier system of  
health, supporting those who serve in 

 the defense of our country.” 
 



“Medically Ready Force…Ready Medical Force” 

∎ Understand DHA HIT IO and major initiatives 
∎ Compare Service-specific initiatives and how 

they can be synchronized 
∎ Learn about the initial results of the 

infrastructure standardization in the Pacific 
North West 

Learning Objectives 
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 Why the DHA? Why a new EHR?  
 Current State Impacts to Healthcare 
 Scope of Infrastructure Consolidation 
 Major Initiatives 
 Future State and Expectations 
 Pacific NW Site Visit Trip Report 

Agenda 
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Why did Congress and the Military 
create the DHA? 

 Creating a more globally integrated health system – built 
on our battlefield successes  

 Driving enterprise-wide shared services; standardized 
clinical and business processes that produce better health 
and better health care 

 Implementing future-oriented strategies to create a better, 
stronger, more relevant medical force 

 We are a single healthcare system and we have to support 
our Warriors and their families in the same manner 
regardless of physical location or Service affiliation 
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 Objective: Support an integrated healthcare environment 
through standardizing infrastructure technology (IT) 
infrastructure down to the desktop 

 Approach 
 Focus on strategic IT infrastructure initiatives in support 

of improved clinical care 
 Identify IT consolidation opportunities and rationalize 

contracts to save money with one IT provider  
 Recognize cost savings for critical infrastructure initiatives  
 Many clinical locations; same IT functionality!  

New Department of Defense Electronic 
Health Record (EHR) 
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The “Why” 
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Current State Impacts to Healthcare 

8 

Current State Business Impact Future State 
 
 
 

 Difficult to manage technical 
complexity  

 Disparity of solutions and service 
levels across the enterprise 

 Fragmented, non-enterprise 
healthcare IT solutions 

 Wasted time for beneficiaries spent 
completing duplicative tests/images 

 Potential delay in timely healthcare 
provision 

 Increased beneficiary costs due to 
duplicate tests/images 

 Wasted time spent troubleshooting 
disparate user interfaces 

 Duplicative user training costs 
 Frustrated providers and staff 

Seamless and 
integrated user 

experience 

Duplicative 
platforms and 

system software 
environments 

Inability to move 
freely between 

hospitals/clinics and 
must have numerous 
accounts and log-ons 

Hospitals cannot 
share all beneficiary 
health information 

Integrated 
beneficiary 

information across 
the continuum of 

care 

Seamless 
delivery of 

standardized 
enterprise 
solutions  

Providers 
& Staff 

Technology 

 
Beneficiaries 
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Scope of Infrastructure Consolidation   

Health IT 
Infrastructure

Roadmap 

 Each of these areas 
are critical 
components to: 

 Clinical integration 
across the Military 
Health System 

 Clinical integration 
with external partners 
(VA and Commercial) 

 Cost Savings 
 EHR Solution Delivery 
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 Examples of the Scope of Infrastructure 
Consolidation  
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To-Be Service Definition  

Directory Services 
& Enterprise 
Management  
 

• Common Directory Services will create a unified and secure platform to manage the identity and access privileges 
for providers as well as staff across the Military Health System boundaries and enhance security, productivity, and 
the end user experience.  Enterprise Management will establish the required set of IT capabilities that enable 
DHA to govern, manage, measure, and secure the IT services supporting the medical mission. 

Network 
Consolidation  
 

• Centralized management of a consolidated high-availability, low-latency network, which includes the local area 
networks (LAN) and wide area networks (WAN) for the military health community, will connect users to local and 
enterprise applications, network peripherals, network drives, and the internet/intranet, behind a single security 
architecture under a single Defense Approval Authority (DAA). 

Hosting • A standardized approach to providing and managing hosting environments for systems/applications will provide a 
reliable and monitored environment that supports three-tiered architectures (web/presentation layer, application 
layer, and data layer). 

Standard Medical 
Desktop 

• A managed to the desktop strategy will deliver a standard image as well as application and operating system 
updates.  Furthermore, this strategy will provide centrally managed releases, virtual end points, personalization, 
and lifecycle management for all End User Devices (EUD). 

Test & Evaluation 
 

• An integrated test and evaluation strategy to provide environment (s) which emulate production to improve 
operational availability, reduce time to field applications, and provide a seamless deployment transition of MHS 
centrally managed applications 

Web Hosting • A hosting capability for customer interfaces, including internet (public facing), intranet (internal collaboration), 
and extranet (external collaboration with business partners).  

Email • The transition to a DoD Enterprise Email (DEE) service managed by the Defense Information Systems Agency 
(DISA) will allow users to access a single enterprise email platform from any government-managed computer.  

Audio and Video 
Conferencing 

• A single platform to provide audio and video bridging and IPV services across the DoD military health community 

Enterprise Service 
Desk 

• A single point of contact for all DoD military health community users to request DHA IT services and report 
technical issues. 

IT Service 
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Directory Services/Enterprise 
Management (DS/EM)  
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Current State Environment  

Problem Statement Future Vision 

Disparate Directory Services and inconsistent approaches to 
Enterprise Management are at the core of the DoD medical’s 
inability to effectively share information, manage, and deliver 
standard business and clinical capabilities to providers 
throughout the Military Health System. 

Existing medical applications have defined logical boundaries, 
which limits interoperability and perpetuates conflicting and du-
plicative technology decisions. The inability to share health 
information seamlessly and securely across medical entities leads 
to limited ability for providers and staff to operate and access 
clinical systems across service lines, an inconsistent IT experience 
for providers and staff moving between MTF locations and inef-
ficient clinical workflows. 

Current Inventory of Solutions Way Ahead 

• MHS Joint Active Directory and Enterprise Management (JAD) 
• MEDCOM Active Directory (NOS) 
• MEDCOM Enterprise Management (MEM) 
• Navy Medical Active Directory Forest & Enterprise 

Management (CIP) 
• Air Force Active Directory Forest and Enterprise Management 

(AFNET) 
• TMA Active Directory Forest & Enterprise Management (NSS) 

• Adopt and expand the MHS Joint Active Directory as the DHA 
Directory Services and Enterprise Management service offering 

• Migrate Army, Navy, Air Force, TMA medical users, 
workstations and servers to MHS Joint Active Directory 

• Consolidate funding and support personnel to DHA to expand, 
migrate, and maintain the Joint Active Directory. 
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Directory Services/Enterprise 
Management (DS/EM)  
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DS/EM Executive IT Roadmap for Pacific North West  

Key Implementation Activities (FY14-FY16) 

Activity Key Milestones  

• Implement Single Active Directory Forest and Enterprise 
Management Framework 

• Achieve Integration with DISA Identity and Access Management 
(IDAM) architecture 

• Migrate to common IT Directory Services Infrastructure (Users, 
Groups, Desktops, and Servers for Army, Navy, NCR MD and 
HA/TMA) 

• Centrally Managed User and Access Management 

1. Analysis and Planning  - Q3 FY14 
2. ATO Approved – Q4 – FY14 
3. Procurement – Q4 FY14 
4. Implementation DHMSM IOC Sites – Q1-3 

FY15 
5. Implementation Army, Navy, TMA— FY15 
6. Implementation Air Force Medical—FY16  

DHMS Initial Pacific Northwest Region Today 

3 

2 

4 
5 6 

1 
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Standard Medical Desktop 
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Current State Environment  

Problem Statement Future Vision 

As medical providers and staff move between patient rooms 
and MTFs they experience inconsistent computing 
configurations and performance. The non-standard, 
decentralized desktop environment is difficult to manage, 
costly, less secure, unpredictable and inflexible causing an 
adverse impact on health care providers’ performance to meet 
the healthcare mission. 

Provide a standard desktop across the MHS to support clinical 
systems and the new iEHR.  The desktop configuration will be 
centrally managed and maintained through an enterprise 
management framework.  This will facilitate a predictable and 
reliable deployment of the new iEHR.  Additionally, presents 
substantial opportunities to drive reductions in IT lifecycle 
costs, rationalize application portfolios and improve clinical 
business practices through a standardized user experience.   

Current Inventory of Solutions Way Ahead 

• MHS Application Virtualization Hosting Environment (AVHE) 
• MEDCOM AHLTA and Clinical Application Virtualization 

(ACAV) 
• Navy Clinical Desktop Program (CDP) 
• Air Force Medical Application Virtualization (AFMAV) 
• Air Force Desktop Management 
• AHLTA EUD Life-cycle program 
• MEDCOM Desktop Standardization Initiative 
• Local MTF Desktop Management 

• Consolidate Application and Desktop Virtualization efforts 
into a single DHA Desktop service offering 

• Establish a centrally managed and maintained standard 
image and baseline configuration for all medical EUDs 

• Expand life-cycle management of EUDs to all Medical EUDs 
• Centralize and standardize essential desktop support 

functions like user data, printing, and DHCP 



“Medically Ready Force…Ready Medical Force” 

Standard Medical Desktop 
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Standard Medical Desktop IT Roadmap for Pacific North West  

Key Implementation Activities (FY14-FY16) 

Activity Key Milestones  

• Establish architecture, business and support process for delivering a 
standard desktop 

• Define acquisition strategy for centralized purchases (hardware and 
software) & consolidation of existing solutions 

• Define baseline configurations for Desktop Operating Systems, Core 
application components and Clinical and Business applications that are 
common to Army, Navy, NCR MD, former HA/TMA environments  

• Centralize and standardize essential desktop support functions like user 
data, printing, and DHCP 

1. Analysis and Planning  - Q4 FY14 
2. ATO Approved – Q1 – FY15 
3. Procurement – Q2 FY15 
4. Implementation DHMSM IOC Sites – Q4 

FY15 
5. Implementation Army, Navy, AF— FY16/17 
 

DHMS Initial Pacific Northwest Region Today 

3 

2 

4 5 

1 
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How are we getting there? 
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Established Working Groups with Service and former TMA representatives to conduct an evaluation of 
the As-Is environments across cost, schedule, performance, and risk to develop potential solutions and 
Courses of Action (COAs) 

• Labor 
• Hardware 
• Software  

WG Evaluation 

INPUTS 

• FOC 
• IT Roadmap  
• DHSM Deployment 
• Key Dependencies  

Build  

Adopt 

Buy  

OUTPUTS 

Purchase a COTS solution 
from outside vendor or 
government entity that 
provides solution   

Build a solution from 
the ground up?  

Adopt a DoD/MSL capability 
and expand for the 
enterprise 

• Reliability 
• Availability 
• Security 

• Joint Governance  
• Funding 
• Enterprise Level Agreement 

Cost 

Schedule 

Performance 

Risk 

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=nddkP1JydhfcjM&tbnid=NvS8yoNBc317AM:&ved=0CAUQjRw&url=http://www.nonprofitkinect.org/nonprofit-risk-management-santa-barbara&ei=xLmPU4HnFKHmsASizILACg&bvm=bv.68235269,d.cWc&psig=AFQjCNFoWfUTwWudqF8cnEItzcbqe6I88w&ust=1402014511413338
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Our Goal: Future State  

DS/EM Future State Operational Environment   

San Antonio Military  
Medical Center 

Wilford Hall Ambulatory 
Surgical Center 

SAMMC WHASC 

Provider 

Beneficiary 

Distance: 17 
Miles 

MTF MTF 

Tests/Images 
Set #1 

Tests/Images 
Set #1 

Account #1 

Beneficiaries’ tests 
and images shared 

Providers have 
access to same 

accounts 

Goals 
• Seamless beneficiary 

information across the 
continuum of care 

• Ubiquitous Provider and 
Staff access and a seamless 
user experience   

• Seamless delivery of 
standardized enterprise 
solutions (e.g., EHR) 
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 We are focused on consolidating current infrastructure 
solutions 

 You have representation at the table (reps from all 
Services and former EI as well as former MTF CIOs) 

 We are still getting our sea legs (new organization, new 
EHR, same mission) – but we are getting them quickly 

 We recognize the need for communication and 
feedback 

 We are focused on standardizing the sites in the Pacific 
North West first, followed by all regions 

What you can expect from us… 
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 Let us know what is working and what is not 
working 
 We want your feedback and your ideas 
 Let us know who your experts are 
 Keep the faith – we have to integrate all 

health information to support our single 
healthcare delivery model 
 

How can you help? 
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Pacific NW Site Visit 
Trip Report 

16-20 June 2014 
 

Health Information and Technology (HIT) 

19 
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Pacific NW Site Visit Objectives 
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Objectives  
In preparation for the implementation of 
the new EHR, IO leadership team 
conducted a site visit to the Pacific 
Northwest Facilities visited included:   

 Madigan Army Medical Center 
 Naval Hospital Bremerton 
 Naval Hospital Oak Harbor 
 Fairchild Air Force Base 

 

Four Days – Four Hospitals 
 

Madigan Army 
Medical Center 

Naval Hospital 
Bremerton 

Naval Hospital 
Oak Harbor 

Fairchild 
Air Force Base 

3 

2 

1 

Pacific Northwest DHMSM 
Locations 

4 
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Purpose/ Benefits of Visit 

Benefits 
• Set the stage for the need for 

standard infrastructure across the 
DoD to support the new iEHR 

• Gained  a sense of the level of 
standardization at the sites 

• Captured user, desktop, network, 
bandwidth, hardware, and 
software data 

• Formed relationships with key IT 
staff; they all want the new EHR 
program to be a success 

Purpose  
• Met with Command Leadership 

and presented the “Desktop to 
Data Center” brief 

• Met with the CIOs and local IT 
staff to gain an understanding of 
their site-specific challenges and 
pain points 

• Reviewed and discussed the Site 
Assessment Questionnaire  

• Evaluated  IT Operations, Data 
Centers 
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Madigan Army Medical Center 
(MAMC) 
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Key Takeaways Challenges / Pain Points 
• Current EHR scope only includes MAMC 

hospital medical facility and Puyallup, and no 
other associated clinics.  This does not align 
with site health delivery processes.  We 
recommend increasing  scope to include all 
supported clinics. 

• Standardized approach to directory services 
and enterprise management already in place 
and  aligns with the new DHA infrastructure 
architecture. 

• No 24/7 AHLTA support  
• Inability to use CAC at other hospitals to logon 

to AHLTA/CHCS 
• Bandwidth issues  
• Separate security standards prevent sharing of 

data between Madigan and Fairchild  
• Need more than just a training plan; require 

additional staff 
 

Madigan Army Medical Center 
Site Information  

• 233 servers 
• 7000-7500 customers 
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Naval Hospital Bremerton 
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Naval Hospital Bremerton 
Site Information  
• 1300-1400 active users  
• DEE migration in December 
• 168 kiosks used in exam rooms 

Key Takeaways Challenges / Pain Points 

• Current EHR scope includes Bremerton hospital 
medical facility and NHCL Everett, and NBHC 
Sub Base Bangor.  Recommend increasing scope 
to include Puget Sound clinic and other 
associated supporting entities.  

• Need a team to continue providing support 
post migration.  

• Circuit upgrades  
• Bandwidth Issues 
• Struggle with AHLTA latency 
• Non-standard desktop management 

approach and no central management  
• Limited application virtualization and no 

desktop virtualization in place 
• Facing two major IA taskers without a 

seasoned IAM has been very challenging 
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Naval Hospital Oak Harbor 

24 

Naval Hospital Oak Harbor Site Information  
• Support 574 users; 350 clinical 
• 555 workstations 
• Couple outliers support vet clinic on 

other base 
Key Takeaways Challenges / Pain Points 

• The current workflow in use at the MTFs 
should be modified to work within the limits of 
the selected package.  A possible store and 
forward application would allow health care to 
continue unconnected to the network; when 
access to a network is available the data can 
be forwarded to the central system. 

• Outpatient services expanding; 3,000 patients. 

• Understaffed; staff wear multiple hats 
• Tertiary site off the host site; need better 

connectivity 
• Dealing with civilian partner hospitals; they 

may not be on the same EHR system 
• Lag time between CHCS and United for 

referrals 
• Non-standard desktop management 

approach; Limited application virtualization 
and no desktop virtualization in place 

• Bandwidth issues 
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Fairchild Air Force Base 
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Fairchild AFB Medical Group Site Information  
• Workstations: Main site: 350, Vet:5, Dental: 

30, HAWC: 8, APU: 8, Refill: 10, SERE: 10, 
DDRS: 3 

• Users: Main site: 330, Vet:5, Dental: 30, 
HAWC: 3, APU: 3, Refill: 3, SERE: 10, DDRS: 2 

Key Takeaways Challenges / Pain Points 

• Eight (8) buildings on post connect to 
Fairchild and will have to be factored 
into new Medical Network. 

• Need to confirm the line AF position. 
• Site wants to be more involved with 

Madigan. 
• Concern with having sufficient resources 

to support the lifecycle. 

• Desktop is managed by Line AF and 
service is slow 

• Directory Services and Enterprise 
Management managed by Line AF 
and service is slow 

• Bandwidth issues; circuit upgrades 
scheduled for Q1 FY15 

• Sub-standard datacenter 
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Medical Technical Infrastructure 
Objectives 
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 Improve the quality of health care by implementing a 
single IT infrastructure from Desktop to Datacenter (D2D) 

 Eliminate IT redundancies across the enterprise to 
maximize effectiveness and achieve financial efficiencies  

 Increase IT responsiveness and agility through a centrally 
managed and maintained technical architecture to support 
the military medical community 

 Implement first in the Pacific Northwest to support the 
EHR deployment and continue to deploy in advance of the 
program  
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Evaluations 
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Please complete your evaluations 
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Contact Information 

28 

Dr. Peter Marks 
COO, DHA HIT Infrastructure and Operations 

peter.marks@dha.mil 
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This is your Defense Health Agency…. 
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Thank You For All Your Efforts! 
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