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DHA Vision DHAZ

Defense Health Agency

“A joint, integrated, premier system of
health, supporting those who serve in
the defense of our country.”

WEALT,
of i 4
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e
Learning Objectives w';

Defense Health Agency

B I|dentify the seven service areas currently offered by the Health Information
Technology Directorate (HIT) Infrastructure & Operations Division (1&0O)

Describe the key upcoming services planned as |&0O offerings
B Describe how to request 1&0 services
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Agenda

What is the vision for 1&0?
Commodities / services
Benefits of services

Change is necessary

Leaders in service management
|1&O service offerings

&0 as an organization
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DHA Vision = 10 Vision M'I‘-

Defense Health Agency

“A joint, integrated, premier system of
health, supporting those who serve in
the defense of our country.”

WEALT,
of i 4
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Commodities / Services DHA’&;'

“What is a Commodity?”
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Commodities / Services DHA",;

“Does IT Matter?” by N.Carr oo veain ageny

DOES IT
MATTER?

INFORMATION TECHNOLOGY

AND THE CORROSION OF COMPETITIY VE ADVANTAGE

NICHOLAS G. CARR
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Commodities / Services m

“IT Services are Commodities”
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\
Benefits of Providing Standard IT Services “';

Defense Health Agency

B Health Care B Business
Q Support an integrated health delivery O Total Cost of Ownership (TCO)
model Q Participate in health information
A Singular access to health information exchanges
Q Participate in health information Q Integrate application environment
exchanges O Commoditize IT and find cost
O Take rapid advantage of innovations efficiencies

in health care

Q Provision an environment where
patients own their health information

ﬁ
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Why should we move to Standard Services? M"’—'
C
Why change?

B Support our healthcare model

Q How many systems of health do we © P y
have in DoD healthcare? -

A. 1 IQ:) [§ '(h" (JCD

ogm B W N
%)

None of the above N <
O
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Service Provisioning in Other Organizations DHA'I‘-

Defense Health Agency

B Healthcare Professional Organizations .
A Healthcare Information and Hll“ss

Management Systems Society

(HIMSS), College of Healthcare &
Information Management Executives @ “’. KAISER
B Civilian Healthcare Organizations: g\ ,//
N "Z PERMANENTE.

Q Kaiser, Intermountain, etc.

B Government agencies o
Federal Aviation

Q Federal Aviation Administration, . )
Administration

Department of Veterans Affairs,
Defense Logistics Agency
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&0 Service Offerings
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Definitions M';

Defense Health Agency

B Service
O Enables or supports a business function by facilitating business activities or completing a
business task through the use of IT resources to deliver value to customers

B Service Catalog
O Database or structured document with information about all active IT services
Q Single source repository of information about IT shared services
O Contains information about services, costs, request processes, and service level
agreements

B Service Catalog Elements
O Service definitions — Comprehensive list of service offerings and descriptions
O Service Level Agreements — Defined service levels negotiated between IT and customer
agencies

Q Pricing — Prices associated with each service linked to IT costs
ﬁ
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|1&O Service Offerings “"“

Defense Health Agency

B Evolving set of infrastructure services

O Combined services from five
organizations:

Q Included in HIT Service Catalog
O Expansion of services contingent on

TRICARE Management Activity
Army Medicine

Navy Medicine

Air Force Medical Service

Joint Task Force Capital Region
Medical

transfer of funding

-
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|1&O Service Offerings (continued) M'I‘-

Defense Health Agency

B Set of standard information for each

service
O Description (Scope) fw R°5@tta3tone.§
QO Customers s
O Basic unit of charge/cost i a e
Q Standard Services
O Optional Services, where applicable

Google
% Translate
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&0 Service Offerings — Listing Location

e
a

Defense Health Agency

B Online at: https://info.health. m|I/h|t/|o/supsvc/svccat/SltePages/Home aspx

Home About

Service Catalog
liver and Sustain | Flexible

Service Catalog

Service Catalog Home
Acquisition Services

Asset Management Service
Enterprise Level Agreement Service

EUD Configuration, Change
Management, and Deployment
Service

EUD Reporting and Advisory
Service

Sparing and Repair Senvice
Standard EUD Commodity Store

Service

Communications & Messaging
Services

Gateway Service

System Performance Management
Service

Video Network Center Service

End User Support Services

SRR

Major Initiatives Service Catalog

and EMcient | Proven Technologies

Service Catalog

Daownload the Service Catalog (PDF)
IT Infrastructure Services
Acquisition Services

Communications & Messaging Services
* Gateway Service

End User Support Services
* Giobal Service Desk Service

Hosting Services

MI-CCB

User Support G mlaLI

Identity Management Services
+ Directory Service

Network Operations Services
* Circut Management Service
« Network Opergtions Service

Network Sustainment Services

ﬁ
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Adding Services DHA”;

Defense Health Agency

B Big Bang or Evolution? Both...but only
these two!

Q Big Bang — Application Transition
Board of Directors (ATBOD)

Q Evolution — Governance

o5k §%ei
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Adding Services (continued) C

B Big Bang or Evolution? Both...but only
these two!

Q Big Bang — Application Transition
Board of Directors (ATBOD)

Q Evolution — Governance

HIf other...
“No soup for you!”
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Adding Services (continued - 2) M';

Defense Health Agency

B ATBOD process

0O Medical Services identify services, tools, and/or applications transitioning to the DHA
HIT 1&O Division

B DHA HIT requests

Q Portal Governance HIT Portfolio Management & Customer Relations Management
process
= Accepts requirements for all HIT divisions and transitions requirements to the
associated HIT division based on the service requested

O 1&O0 technical requirement worksheet (RW) process
= Customer completes RW with technical overview for infrastructure and services

ﬁ
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Defense Health Agency

Requests — Governance Portal

B Online: https://info.health.mil/hit/portfolio/invest/gov/ISP/SitePages/Home.aspx

ASSIFIED/FOR OFFICIAL USE ONLY

Delense Heallh Agency
DHA = Health IT > Portfolko Mamt & Cust]

it
IM/IT Submission Form

Tip: Hovar over fild haadings to view halp & Danotis Requined Field

Requestor Information

Submittor: Chck to Register Your Information

Are you submitting on behalf of anyone?  (If yes, fill in the Requestor)  [Ne =]

Component: » [~ Seiect Componert - =]  Siters [ T |

General Information

1M /1T Short Name =

Urgency: = [ Seleet Urgency - 2] 1A Authority to Connect: =

This Request is due to: ¢

[ How Capability

“Medically Ready Force...Ready Medical Force” 20
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-
Requests — 1&0 Requirements Worksheet DHA’;

Defense Health Agency

B Online:

https://io.dha.health.mil/app/mrw/index.cfm?gotofile=Technical%20Requirements%20Worksheet
%20Template . o

(jw:-;m s a5 <) | | =] ... | =]l

Boe &= + + | 10 H B |« Fill & Sign | Comment

Fia) Phease fill sut the following feem.

DHA,- Infrastructure and Operations 1

Technical Requirements Worksheet

This worksheet is required for any new requirement requests (except DoDfVA BB ¥, Circuit M and DTC). All other reques
MUST BE documen ted through Sections | - IV, If your request includes co-location, capacity planning and management, and/or DHA Service Desks, those
regquests must be documented in Sections VIIl, IX, and X respectively.

DO NOT FiLL OUT THIS TECHNI

Circult Management [the re ere)
Development and Test Center (the required form is locoted here)

Section I: Requirement Information:

1. Requirement Short Title:

Section ll: Point of Contact Information:

5. Secondary Program Office/
Ty Frogr

“Medically Ready Force...Ready Medical Force”
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—
Current I&O Services “¢

Defense Health Agency

B Acquisition services

O Asset management service
Enterprise level agreement service
End user device (EUD) configuration, change management, and deployment service
EUD reporting and advisory service
Sparing and repair service

0O 0O 0 0 0O

Standard EUD commodity store service

B Communications and messaging services
O Gateway service
Q System performance management service

O Video network center service
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Current 1&0 Services (continued) MI‘

Defense Health Agency

B End user support services
O Global service desk service

B Hosting services
O Application hosting service
Data center hosting service

u
O Operating system and application support services
O System and application management services

B I|dentity management services
Q Directory service

“Medically Ready Force...Ready Medical Force” 23
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Current I&O Services (continued - 2) “"

Defense Health Agency

B Network operations services
a Circuit management service
O Network operations service

B Network sustainment services

O Enterprise network infrastructure sustainment service

“Medically Ready Force...Ready Medical Force” 24
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Upcoming Service Offerings (at a glance) “?

Defense Health Agency

IT SERVICE CAPABILITY BUSINESS IMPACT |

Seamless integrated Wide, Local, and Wireless Network Provides ease of access and integrated
Capabilities include a Single Security Architecture and centralized security for providers, beneficiaries, and
Designated Accrediting Authority (DAA), standardized monitoring/  business partners

Network Security
Management Service

[H5075) management, and improved provider mobility

Centralized and secure access and authentication capability to Provides for a single identity management
Directory Services network resources and authentication platform. EM provides
(DS)/Enterprise Leverages ability to centrally manage DS infrastructure a single management frameworkallowing
Management (EM) throughoutthe enterprise for central managementand monitoring

of the network and associated resources

Desktop design standardization service across the application, Provides consistent user interface across
Desktop as a Service desktop and server environments the enterprise

(Daas) Includes standardized desktop configurationand application

virtualization capabilities across physical and virtual desktops

Consolidated MHS enterprise IT service desk Provides a single point of contact for all
Global Service Center MHS IT users to obtain support, request
(GSC) services and reportissues

“Medically Ready Force...Ready Medical Force” 25



NSMS — Operational View DHA"I':

Defense Health Agency

NSMS connects users to local and enterprise applications, network peripherals, network drives,
and the internet/intranet behind a Single Security Architecture (SSA) under a single DAA

Service Medical and MHS currently

field separate networks each with g VAMC
unique security architectures, T / i
o - NIPRNet
capabilities and support functions. Business IM;:"&‘ DoD f_mgr:r,;e VA OneNet Business
Information Assurance palicies are Betoniy e geniees gl
oriented toward defining clearer IAP
lines of separation as opposed to
integration and interoperability.
B A - 5 ty FEDRAMP Core Data Centers
Last Mile issues continue to DHA/DISA Approved (DISA CDC Hosting MilCloud)
ili i Data C
present supportability issues for a Center o oo
central programs of record > D > | Nsms LocaL capaBILITIES |
Med-COI Single Security Architecture Medical Community of Internet (Med-COIl) ; é(;GE;L Core t[c; E:ge
Future Vision v Sl DGR S naoC Y rehitacture Single Security ATCHItECUE 802.11AC Wireless
ingle % s .

" : - v Single Security Enclave with a Single DAA ,@‘ @

* NSMS will result in a single, Host Military =2 satellie Milicary

enterprise-wide Medical Treatment Treatment Facility

. Facility
Community of Interest (Med- \ Ac
COl) network that leverages a ! ((‘i% - w .
DISN transport and conforms B > Installation .

with DoD Joint Information Eroceteing Node

L}

Environment (J1E) objectives. Special Purpose | - Special Purpose =
g E: i Processing Node .
= NSMS includes centralized | Eteay Frocessing Node sizew _— 8 Mot e »
management of a consolidated, - —— T _:): ==
high-availability, low latency
5 Enterprise Network and Security Management Service (NSMS) includes and supports:
network that InEIUdES thE LOCB' = Standardized Operational & Support Processes = Confidentiality Service (VPN over MPLS-WAN) = Application-Layer Quality Of Service (QOS)
Area Networks (LAN) and WIdE . [.-!cnln(!rl ry Netwaork Def_on:,u Capabilities . LAN,’W;{\N Capacity Planning and Management -« E)'rrl-'r_'tn.ry a.m:i PK-Enabled :‘.\ulhn*nhnlhc)ln
= 24x7x365 LAN/WLAN Central Management, * Enterprise Remote Access (Admin and User) Authorization and Access-Controls
Area Networks I:WAN) forthe Monitoring and Support * Local Access Gateways (IPNs and SPPNs) * Medical Device Connectivity and Protections
= - = 24x7x365 Central Security Management & = Consolidated Lifecycle Management Strategy * Desktop and Application Virtualization
DHA military health community incident Response
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DS/EM - Operational View

Problem Statement

Disparate Directory Services

and inconsistent approaches to DISA Identity Management

Enterprise Management are at
the core of the DoD medical’s
inability to effectively share
information, manage, and
deliver standard business and
clinical capabilities to providers
throughout the MHS.

= Directory Services: Creates a
unified and secure platform
for network authentication
and management of identity
and access privileges for
providers and staff across the
MHS.

= Enterprise Management:
Providesa set of IT
capabilities that enables DHA
to govern, manage, measure,
and secure the IT services
supporting the medical
mission.

N

Defense Health Agency

A single, centrally managed Directory Services infrastructure providing authentication and authorization
to simplify and optimize resource access and collaboration for a mobile, transient medical workforce.

DoD Enterprise Attributes/Rules
DoD Enterprise Contact Information
PKI Certificates

Ll
i 1
2
=
S
=
1SS (B wnerve

Enterprise App Services
Forest (EASF)

- e
| e B o e BT
e x A 2
Global Directory Services Environment
g
g‘, :
D
S Management Medical Joint Active Directory N
:; Framework {med.ds.osd.mil) ] 5
o
»i® & & 0, o =, @
o T
5
mpy Oy Sy =g "8 5 "8 8%
User ‘Web Printt DHCP Manage: Databases File Clinical/Business g8
§ Accounts Services Services Framework Services Applications =1 g
Sla
5 - o
: o —& S| <
Mobile Laptops  Wireless  Local Domain oy
Devices Services Controllers =)
@
-
Directory Services = Group Policy * Domain Name Services » Authentication « —
Authorization = Public Key Infrastructure - Group Membership - Single Sign On =
Directory Schema - Heirarchical » Replicated

Medical Joint Active Directory (mJAD) Directory Services Environment

IdentitF
Sync

Veterans A[ !airs

Air Force

Veteran Affairs

Navy Medical

@
wn
S

5

(=]

‘0-
o
oy
@
E
=
©
o
@

(=]

/@
A

Army Medical
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DHAZ=

[ ] [ ]
DaaS — Operational View
Defense Health Agency
Delivering Sta .I_Vledical_ Desk_top Capabiliti_es to the¢MiIitary Health System

As medical providers and staff

move between patient rooms and = . S ol

MTFs they experience inconsistent © Apps OS » 5 Images Apps
computing configurations and % 2 A ok @ ‘i; ;‘\ i \
performance. The non-standard, = J © \ e | / L — < » L 5, E]'
decentralized desktop £ §9  Physical Desktops  Virtual Applications  Virtual Desktops €2
environment is difficult to manage, g Business driving IT, improving clinical dnd bus es;ﬁﬁﬁrﬁ’ﬁs ) \ i ===\ IT Service

costly, less secure, unpredictable
and inflexible causing an adverse
impact on health care providers’
performance to meet the
healthcare mission.

e Management
\ 7 Demographics
N /i Fh Petformance

¥ Technical \ Enterprise
Architecture Support
TS & Standards

Information

] Technology
Requirements

n ” Team Integrated Information
= A manag‘:‘:d to thE [iesl.(top Members Product - Assurance Compliance DoD Directives
strategy will define, deliver, Teams joed
’ - Lor-Y

sustain and measure standard

e

desktop baseline(s) across the ;

P ( ) Users Stakeholders IA Constructs Directory Service,
MHS for both physmal and ' ELdx Enterprise Management,
virtual desktops & ‘ Software Hardware i Med-COI

o - Strategy Strategy :
= Service includes End User Device Requirements

vy
| om
=]
=
[40]
=
o
=
=]
(T
o ¥
=
=
o
48]}
v
o
o
4+
-
L]
<8}
=)

(EUD) management including o ~ Acquisition
Enterprise License - = :ﬁy * » Strategy and EUD
release management, software Agreements  FEa== e Refr&h, Program

o I
S 4 . Enterprise  Modalities

Medical & Business Conﬁgulatibn Approved
App Portfolio and Build Process Product List
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storage and refresh strategies




GSC - Operational View

Defense Health Agency

Entry point into the comprehensive Military Health System IT customer support
Proidareand statt el structure supporting all aspects of the DoD healthcare mission.
24 x7 x 365 Worldwide Support for the Mlhtary Health System Mission

mix of centralized and
decentralized service desks
with inconsistent IT processes
and capabilities often
requiring multiple calls or help
tickets

v
—
(aB)
=
(@)
4
¥y
=
(&

DHA Goba Service Center

Knowledge Base

Future Vision O Self-Help Services
G [ -
A single point of contact for all D g =4 =
Military Health System users <C = = = & ‘i‘l"_%“
to obtain support, request X &
IT services and report Q Customer Commeon IT Service Toll-Free Automated Remote System
P
technical issues. Program will serviceMetrics)  MdnagemEitivsteny call bistribution SHppart
consolidate disparate Global T Tiarad Fscalation _)’:)@“)(;}
Sevice Center (GSC) functions — = ‘ —
across the Military Health l Technical Desktop Support I l Functional Application Support | | Infrastructure Support l
System 5
¥ [ Enterprise Email ~I [ Access/Directory Services ] [ eHR & Clinical Applications ] iwgﬁ?[‘:ﬁ;{;\:’?ﬁm I
| Remote Access I [ COTS/GOTS Software I [ MHS Business Applications L Incident Reporting |
| Conferencing r ‘ End User / Mobile Devices r | Web Support / Beneficiaries r | Momtongﬁ;lé‘::‘::::mance |
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DHAZ=

Infrastructure Consolidation Benefits

Standardized IT Infrastructure services will be critical for successful implementation of the DHMSM
EHR Program; results of the DoD CIO evaluation; and completion of a DHA Business Case for Congress

S
=\

$

Stakeholders

Providers

Improved Provider Mobility and Access
Ease of access with increased security
Consistent User Experience across all sites

Beneficiaries

Ensures beneficiary electronic medical information is
consistentand available across the continuum of care

An integrated healthcare delivery system that allows patient
informationto be exchanged between MTFs and Health
Partners (VA, Commercial, etc.)

In line with Best Business Practices of private industry and
government agencies
Standardizedservices (and information environment) across
the application, desktop and server environments

Standardize costs across the different healthcare sites with
predictable life cycle programs

Benefits

Provider and Staff User Experience
Seamless and ubiquitous user experience where providers and staff move from
between facilities and from device to device with persistent desktop access

Provider Mobility and Access
An integrated medical enclave that allows providers and staff to access systems
and move seamlessly within and between MTFs

Consolidation Savings
Reducing future costs of hardware, software and staffing by standardizing and
consolidating infrastructure resulting in $134M in annual cost savings by FY19*

Responsive to Customer Needs
Provides a single Global Service Center for all MHS IT users to obtain support,
request services and report issues that provides visibility of IT performance
metricsthat is agile in aligning IT to the needs of the medical business

Increased Security
Reduces risk for both GIG and DHA through the transition to a single security
architecture aligned with JIE end state architecture

Standardized Services
Uniform, secure and stable access to current and future clinical and business
applications

*SOURCE: BCA2 Analysis dated Jun 2013

“Medically Ready Force...Ready Medical Force”
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Want to Learn More about 10? w';

Defense Health Agency

B Hear the other I&0 presentations

O ASingle Network to Support Healthcare (WAN, LAN, Wireless and Directory
Services)

"= 19 Aug: 1110-1210, and 1615 -1715

Q Preparing Infrastructure for the Deployment of the EHR in the Pacific
Northwest (PNW)

= 19 Aug: 1440 - 1540, and 20 Aug: 1040 — 1140

O Operations and Sustainment Services Supporting the Medical Information
Enterprise

" 19 Aug: 1615 - 1715, and 20 Aug: 0930 - 1030
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Summary DHA=

Defense Health Agency

B |&0O Division’s objective is an integrated healthcare environment through
standardizing IT infrastructure down to the desktop

B Provide standard products and services using accepted life cycle process
and best practices

B &0 is ready to meet our customers’ requirements
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Questions?

“Medically Ready Force...Ready Medical Force”
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Evaluations w'l'

Defense Health Agency

Please complete your evaluations
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Contact Information DHA';

Defense Health Agency

Dr. Peter Marks
Acting Chief, Infrastructure & Operations Division
peter.v.marks.civ@mail.mil
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Backup Slides
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Meet the Team
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Organization D}*A".';":|

Defense Health Agency

e e . p HIT Directorate Organizational Chart
B |&O Division within HIT

B Four l&O branches

| Col Richard Terry
Deputy Director

Col Eric Huweart
Chief of Staff

A Support Services

O Network Security Operations

Enterprise Support
Strategy & Data Services Program
N Architecture Services Fﬂl.cy Branch
Planning Branch Braisch Beasck Branch Support Branch
. . .
O Engineering, Design and 1 ; ' : , :
) External Network Certificaton
) Relations & Security b bt sed and Userintegration
Branch o Accreditation Branch
Management| Branch Branch
y Branch . 5 o
Engineering, Health
J Process
Cont
. . Investment Designand Information ,::n:f::g Integraton
O Operations and Sustainment
T
P , :
G 0 ions and PMEHR
Flnanqml 2 Caio
Execution Branch Branch
Branch T
\/ PMCare&
Benefits
Registry Branch
T
PM Clinical
Support
EHR
Modemization
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1&O Division  —
Acting Chief: Dr. Peter Marks o~

Acting Chief Operating Officer: Wayne Speaks o deotit aoetr

B Objective

O Support an integrated healthcare environment through standardizing IT infrastructure
down to the desktop

B Approach
O Focus on strategic IT infrastructure initiatives in support of improved clinical care

O Identify IT consolidation opportunities and rationalize contracts to save money with one
IT provider

O Recognize cost savings for critical infrastructure initiatives
O Many clinical locations; same IT functionality

ﬁ
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Support Services Branch m‘l
Chief: Bruce Tate V a

Deputy: Maj Phillip Oliphant Bianc decien, ool

B Overarching Responsibility: Manages and directs 1&0 day-to-day business functions

B Resource Management
O Manages finances, contracts and logistics including DHA rationalization effort
O Manages I&0 portfolio rationalization effort

B Customer Relationship Management (CRM)
O Liaisons with customers to identify/document requirements
O Establishes and manages I1&0 service offerings
O Establishing lifecycle process to manage all infrastructure requirements

B Strategic Planning
O Manages maintenance of overall I&O0 strategic plan that aligns with DHA Vision
O Maintains robust quality improvement and risk management programs and processes to
ensure |&0 projects remain on schedule, within costs and meet/exceed customer
performance requirements
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Network Security Operations Branch "'ﬂ
Chief: Lt Col Jay Ludescher o~

Deputy: Fernando Echon A sl Adaaa

B Overarching Responsibility: Directs and manages cybersecurity operations

B Computer Network Defense (CND) Tier 2 and 3 services
Q Tier 2 - Agency AOR, Dissemination of Information, Support Tier 3
O Tier 3 - Enclave/Local Implementation, Execution, and Reporting

Completes Certification and Accreditation (C&A) activities
Supports connection approval process requests for DHA
Supports DHA change authorization board meetings
Supports DHA remote access requests

Provides Ports, Protocols and Services (PPS) management

Processes alternate token requests
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Chief: Bill Spencer
Deputy: Albert Dickson ot M

Engineering, Design, and Deployment Branch m"_‘
7

B Overarching Responsibility: Manages development of infrastructure service design
through program/project management, technical requirements development,
solution architecture, capacity management

B Manages enterprise deployment of

Q Infrastructure
Q Data centers
O Core back office technology

B Provides technical engineering for infrastructure, platforms, identity and access

management, and enterprise services

O Manages, build, and maintain an enterprise test and evaluation environment
Q Provides infrastructure testing services

“Medically Ready Force...Ready Medical Force” 42



Operations and Sustainment Branch "'ﬂ
Chief: Wayne Speaks ¥
Deputy: Bill Novak Defense Health Agency

Overarching Responsibility: Manages all facets of operations and sustainment of
enterprise IT services for DHA
Directs end-to-end (E2E) network services

O Assesses, monitors, and reports on network, application and user performance
Provides data center services

O Including hosting and management of data center space across DHA

Manages DHA HIT infrastructure, computing assets and maintenance services
O To control costs and extend service life

Provides audio and video conferencing support

Supports network communications across DHA, VA, and civilian health spectrum
Provides technology refresh for key infrastructure components

Supports standard email services under the DoD Enterprise Email (DEE) construct
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