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2016 Defense Health Information Technology Symposium

“A joint, integrated, premier system of
health, supporting those who serve in
the defense of our country.”
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Our Panelists HA’;

nse Health Agency
2016 Defense Health Information Technology Symposium

-

e Mr. Jeff Eyink e Ms. Joan Luke
Chief, A&A Chief, Policy Compliance & Coordination
Cyber Security Division Cyber Security Division

e Mr. Willie Arrington e Mr. Servio Medina, Moderator
Chief, Operations Chief Operations Officer, Policy
Cyber Security Division Cyber Security Division
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Learning Objectives .

2016 Defense Health Information Technology Symposium

-

e Discuss current efforts and issues in cybersecurity,
including: Compliance Reporting; PKI; CCRI;
Assess only; Policy applicability/conflicts; and more
e Summarize key trends in cybersecurity.
e Recognize scope and impact of cybersecurity as
a DHA shared service
e Explain status of transition of cybersecurity
functions from Services to DHA
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Cybersecurity Discussion Points HA"

2016 Defense Health Information Technology Symposium

1

Risk Management Framework e Issuances and IAVMs: from 4 to 1
o Transition from DIACAP: what couldgo ¢ Compliance Reporting

wrong? o SECDEF Cyber Scorecard (what
o Assessonly? (think CON, Simple App, etc.) happened to FISMA?)
o POA&M Mgt: NOT like getting an ATO o Cyber Awareness Challenge
PKI: tc? do, or |.qot to do? o o CS WorkForce
W10: it’s coming, can you waive it?

_  CCRI: what worked yesterday may
Incident Management: what we do for (not) work as well tomorrow

you vs NSOB, Cybersecurity Services
Provider (think Computer Network
Defense), ... and others

e CS policy: whose do you follow?

e Access/Use Policy for DHA account,
DHA system, DHA network
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Key Takeaways HA’;

2016 Defense Health Information Technology Symposium

-

e Each cybersecurity requirement and shared service has a tactical and a strategic
aspect
o Dependencies exist within DHA and with Service Medical Leadership/Commands
o What works today may not be ideal or even exist tomorrow

o Tomorrow: administrative and technical authority for accounts, systems, and
networks will be under DHA purview

e Vital that we bust common and new myths as the emerge
o If you see something, say something (another dependency)
o Effective transparency > firehose of information
o For awareness and clarification of requirements and processes, who you gonna call?
Know the central authorities for DHA HIT shared services

e Cybersecurity is not binary; shared responsibility remains
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Contact Information HA"

nse Health Agency
2016 Defense Health Information Technology Symposium

-

Mr. Jeff Eyink A&A Branch

Chief, Assessment & Authorization dha.ncr.health-it.mbx.csd-assmnt-and-
authorization@mail.mil

Mr. Willie Arrington Operations Branch

Chief, Operations dha.ncr.health-it.mbx.csd-operations-
branch@mail.mil

Ms. Joan Luke Policy Branch

Chief, Policy Compliance & Coordination dha.ncr.health-it.mbx.csd-policy-
branch@mail.mil

Mr. Servio Medina Cyber Security Division

Chief Operations Officer, Policy dha.ncr.health-it.mbx.cyber-security-

division@mail.mil
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Questions? m-h"

efense Health Agency

2016 Defense Health Information Technology Symposium

Ask the Expert: DHA HIT Cybersecurity FAQ/Knowledge Base
(https://info.health.mil/hit/infosec/SitePages/KnowledgeBase.aspx)

Visit Kiosk #10 in the MHS Pavilion (Booth #417)!
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Acronyms HA”'-

Defense Health Agency
2016 Defense Health Information Technology Symposium

-

e A&A: Assessment and Authorization HIT: Health Information Technology

e ATO: Authority to Operate e |AVMs: Information Assurance

e CCRI: Command Cyber Readiness Vulnerability Management
Inspection e NSOB: Network Security Operations

e CON: Certificate of Networthiness Branch (&0 Branch)

e CSWE: CyberSecurity WorkForce e PKI: Public Key Infrastructure

e DIACAP: DoD Information Assurance e POA&M: Plan of Action and Milestones
Certification and Accreditation Process e RMF: Risk Management Framework

* FISMA: Federal Information Security e SECDEF: Secretary of Defense
Management Act (Title Il of the E- e W10: Microsoft Windows 10
Government Act of 2002)
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Evaluations m-m"

Defense Health Agency
2016 Defense Health Information Technology Symposium

Please complete your evaluations
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