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 BUMEDINST 5510.9 
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 19 Jun 2015 
 
BUMED INSTRUCTION 5510.9 
 
From: Chief, Bureau of Medicine and Surgery 
 
Subj: BUREAU OF MEDICINE AND SURGERY INSIDER THREAT PROGRAM 
 
Ref: (a) Executive Order 13587 
 (b) DoD Directive 5205.16 of 30 Sep 2014 
 (c) SECNAVINST 5510.37 
 (d) SECNAVINST 5510.30B 
 (e) DoD Instruction 2000.16 of 2 Oct 2006 
 (f) OPNAVINST 3300.53C 
 (g) Naval Facilities Engineering Service Center User’s Guide (UG-2040-SHR) July 2000 
 (h) BUMEDINST 3300.1A 
 (i) SECNAV M-5510.30 of June 2006 
 
Encl: (1) Definitions and Acronyms  
 (2) U.S. Department of Justice, Insider Threat 
 (3) Asymmetric Warfare Group:  Insider Threats in Partnering Environments 
 
1. Purpose.  To establish the Bureau of Medicine and Surgery (BUMED) Insider Threat 
Program (ITP) per references (a) through (i), publish policy, assign responsibilities, and institute 
the Navy Insider Threat Working Groups.  Reference (g) is available at:  
http://www.navfac.navy.mil/content/dam/navfac/Specialty%20Centers/Engineering%20and%20
Expeditionary%20Warfare%20Center/DoD_Lock_Program/PDFs/UG-2040-SHR.pdf 
 
2. Scope and Applicability.  This is a new instruction and shall be read in its entirety.  This 
instruction applies to all BUMED commanded activities and is applicable to all appropriate 
BUMED departments, antiterrorism/force protection (AT/FP), counterintelligence (CI), 
information assurance (IA), law enforcement personnel security, and other authorities and 
processes that impact or influence insider threat deterrence, detection, and mitigation 
capabilities.   
 
3. Background.  Per references (a) through (d), all agencies are to establish, implement, 
monitor, and report on the effectiveness of insider threats to protect classified national security 
information; and require the development of a program to deter, detect, and mitigate insider 
threats.  Unauthorized disclosures of classified information have caused significant damage to 
national security, and violent acts have resulted in loss of life and damage to operational 
resources.  Reference (c) defines the Deputy Undersecretary of the Navy for Policy as the 
Department of the Navy ITP lead.  Enclosure (1) defines acronyms found throughout this 
instruction. 
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4. Insider Threat Definition.  Per reference (b), an insider threat is a person with authorized 
access, who uses that access wittingly or unwittingly to harm national security interests of 
national security through unauthorized disclosure, data modification, espionage terrorism, or 
kinetic actions resulting in loss of degradation off resources or capabilities.  The term kinetic can 
include, but is not limited to, the threat of harm from sabotage or workplace violence.   
 
5. Policy.  BUMED shall establish an integrated set of policies, programs, and procedures to 
detect, deter, and mitigate insider threats before damage is done to national security or Navy 
personnel, resources, and/or capabilities.  These policies shall leverage existing Federal laws, 
statutes, authorities, policies, programs, systems, architecture, and resources to counter the threat 
of those insiders who may use their authorized access to compromise classified information. 
These policies shall employ risk management principles, tailored to meet the distinct needs, 
mission, and systems of individual agencies, and shall include appropriate protection for privacy, 
civil rights, and civil liberties.   
 
6. Responsibilities  
 
 a. BUMED shall provide oversight and guidance to all BUMED commanded activities 
through the BUMED Antiterrorism Executive Committee (ATEC).  The ATEC will provide 
senior leadership recommendations, prioritization, planning, programming, information sharing,  
and policy.  The ATEC shall: 
 
  (1) Incorporate the Navy ITP to the ATEC charter.  
 
  (2) Exercise oversight, management, and review of all BUMED subordinate commands 
Navy ITP plans and programs. 
 
  (3) Disseminate any pertinent insider threat information and/or training to the regional 
antiterrorism officers.  Implement required training on the U.S. Department of Defense Center 
for Development of Security Excellence for Insider Threat Awareness training, 
http://cdsetrain.dtic.mil/itawareness/. 
 
  (4) Per references (a) through (d), ensure corresponding programs are current and 
executable.  At a minimum, the following programs will be included in Budget Submitting 
Office 18’s Insider Threat Program: 
 
   (a) Antiterrorism/Force Protection Program. 
 
   (b) Personnel Security Program. 
 
   (c) Personnel Security Program/Industrial Security Programs. 
 
   (d) Navy Key and Lock Program. 
 
   (e) Counterterrorism Program/Annual Training. 
 
   (f) Access Control Program. 
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 b. BUMED Deputy Chief, Total Force (BUMED-M1) shall ensure that insider threat 
information is included in all of the enterprises personnel accession screenings, personnel records, 
and appropriate education and training venues.  
 
 c. BUMED Deputy Chief, Information Management/Information Technology/Chief 
Information Officer (BUMED-M6) shall ensure all cyber and information systems requirements 
are in compliance with higher headquarters requirements and that annual user training is in place 
and being completed.  Ensure all information systems have the proper protocols in place to 
mitigate an insider threat from occurring.  In addition comply with references (a) through (d).      
 
 d. Per references (b) through (d), BUMED Deputy Chief, Installations and Logistics 
(BUMED-M4) shall coordinate with Staff Judge Advocate (BUMED-M00J) to ensure input to and 
oversight of the Navy ITP is protecting and safeguarding all legal, civil, and privacy rights of 
Budget Submitting Office 18 personnel.   
 
 e. BUMED Medical Inspector General incorporates Insider Threat Program inspection line 
items to the existing AT/FP inspection tool for inspection of this program.  
 
 f. Navy Medicine regional commanders, commanding officers of medical centers and naval 
hospitals, officers in charge of all other medical treatment facilities (MTFs), labs, and facilities to 
include, BUMED Detachment Jacksonville (BUMED-M47) shall meet the requirements of this 
instruction and ensure the tasking of: 
 
  (1) Regularly reviewing regional AT/FP, physical security and cyber security instructions, 
training, and policy to ensure consistency with preventing insider threats.   
 
  (2) Developing an insider threat instruction which delineates specific responsibilities to 
subordinate commands.   
 
  (3) Ensuring procedure and controls are in place for reporting identified insider threats and 
indicators through the chain of command. 
 
  (4) Ensuring regional and command security managers comply with applicable 
instructions.  
 
  (5) Ensuring all insider threat information and/or training is provided to subordinate 
commands.  Leverage all government insider threat information and conduct counterterrorism 
training annually in conjunction with regional security managers and command information 
security officers.  Enclosures (2) and (3) are examples of sources of training for the command 
staff. 
 
  (6) Implementing insider threat training using the U.S. Department of Defense Center for 
Development of Security Excellence for Insider Threat Awareness training, 
http://cdsetrain.dtic.mil/itawareness/. 
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DEFINITIONS/ACRONYMS 
 

ATEC - Antiterrorism Executive Committee  
 
AT/FP - Antiterrorism/Force Protection.  Defensive measures used to reduce the vulnerability of 
individuals and property to terrorist acts, to include rapid containment by local military and 
civilian forces.  Preventive measures taken to mitigate hostile actions against Department of 
Defense personnel (to include family members), resources, facilities, and critical information.  
 
Antiterrorism Officers.  A position whose responsibility is to enact and manage the AT/FP 
program.   
 
BUMED - Bureau of Medicine and Surgery 
 
CI - Counterintelligence.  Information gathered and activities conducted to identify, deceive, 
exploit, disrupt, or protect against espionage, other intelligence activities, sabotage, or 
assassinations conducted for or on behalf of foreign powers, organizations or persons or 
their agents, or international terrorist organizations or activities. 
 
IA - Information Assurance.  Actions that protect and defend information systems by ensuring 
availability, integrity, authentication, confidentiality, and nonrepudiation. 
 
ITP - Insider Threat Program 
 
LE - Law Enforcement 
 
MEDIG - Medical Inspector General 
 
RISO - Regional Information Systems Officer 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Enclosure (1) 
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U.S. DEPARTMENT OF JUSTICE, INSIDER THREAT 
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ASYMMETRIC WARFARE GROUP:  INSIDER THREATS IN PARTNERING ENVIRONMENTS 
 

 

Enclosure (3) 
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