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 The following slides will help you set up your
computer and Microsoft Outlook 2007 email to
send and receive

—DIGITALLY SIGNED

and

— ENCRYPTED

email in compliance with current instructions.

* You may contact the Helpdesk at any time for
assistance at 953-7200.
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In order for personnel to be able to send and receive
encrypted and digitally signed email, there are
certain required items for workstation setup and
then Outlook configuration:

1. Common Access Card (CAC) and PIN. Your CAC
___must be in the card reader and PIN # used when
L@ Yyou send this type of email. Your CAC contains
-= “certificates”, a way of verifying your identity. The
= .. Mmethods used to perform this is called Public Key
&9 7" Infrastructure or “PKI".
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2.  Computer Workstation. Setup and configuration
of Outlook 2007 email will only be valid for the
workstation on which you set it up. If you travel

to another, you have to set it up again. E&

3. Current Card Reader. The current CAC Reader is
ActivClient 6.1 x86. You must also see the card
reader icon on the task bar in the lower right
corner of your computer screen. When you
Insert your card, the icon should change as
noted below:

‘ActivClient Agent - No Smart Card’ ‘ActivClient Agent — Smart Card Inserted’
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4.  Microsoft Outlook 2007 — You must have a fully
functioning Microsoft Outlook 2007 office
application installed on your computer.

**ITEMS 1-4 MUST BE IN PLACE BEFORE PROCEEDING**

FOR PROBLEMS, CONTACT THE IMD HELPDESK AT
953-7200 OR EMAIL NMCP-HELPDESK @MED.NAVY.MIL



mailto:NMCP-HELPDESK@MED.NAVY.MIL�
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1. Log on computer with User Name/Password or CAC/PIN.

Insert CAC into Card reader if not already installed

NOTE: Make sure that the
iCOn in the tray ChangeS {0 - .ﬁ.ctivclent.ﬁ.gent - Smark Card inserted
reflect the card insertion:




Q) VAVY MEDICINE

¥ World Class Care.. Anytime, Anywhere

SETUP (cont.)

2. Reviewing Your Certificates (in Internet Explorer)

Step 1: Go to
TOOLS-
INTERNET
OPTIONS

Microsoft Internet Explorer

i=C0 Tools

Inkternet Oplions. ..

Step 3: Verify current certificates
Step 2: Click on (make sure they are up to date);
Content Tab, and you may remove the old ones
then Click (delete the outdated ones), and
“Certificates” close. Then, click on ‘Clear SSL
State’, OK, Apply, and OK.

Internet Options

| General || Security || F'livac_l,l| Content | Connections || Programs || Advanced| Certificates
Content &dvizor Intended purpose: | <Al v |
Hahngs |"|8|D you control the Intemet content that can be Personal |Oth5r Feople ” Intermediate Certification Authorities || Trusted Root Certificatior. ¢ *
viewed on this computer.
Settings_._ Issued To Issued By Expiratio,.. = Friendly Name
EIMICHAUX TRINAL ., DOD EMAIL CA-16 8i19/2010 <Mones
Certificates -MICHAux TRIMA.L.. DODEMAIL CA-16 a,rlgfzulu <Hone>

e e N - e . 1"l U, 455 SEMAIL ... o7 Ua. ...
% Use certificates to positively identify yourself, certification -MICHAUX TRINAL.. DODCALG E.l’194‘2010 m Certuﬁcate
g authorities, and publishers.

[ Clear S5L State H Certificates. .. H Publishers... ]

Personal infarmation

s, AutoComplete stores previous entries
utoComplete. ..
and zuggests matches for you, P Impart... H Expart. ]I Remove Advanced. ..

Certificate intended purposes

<Al

Microzoft Profile Assistant stores pour -
g - rofile... Y
personal information. id
Close

0k ] [ Cancel Apply




e SETUP (cont.)

B> World Class Care... Anytime, Anywhere

3. “Making Your Certificates Available To Windows”
(you need to do this to install your Certificates on
your workstation):

Step 1. Double click on Step 2: Pull down the TOOLS menu and
‘ActivClient Agent’ icon select ADVANCED-MAKE CERTIFICATES
in system tray area of AVAILABLE TO WINDOWS. Click ‘OK’ after
desktop. you are successful.

t '@ ActivClient - [CLEMENTS.THOMAS.A.1230278390's Smart Card]

J File Edit Wew | Iools | Help

% B & 10:49 aM (o o (OO
¥

P
ﬁ 7 X
H Unlock Card... 3 | =
" My Certificates Tasl - (@ L'g L:J
b G view my certific Reset Card... smart Card My Personal Data
- Info Certificates
| & mport 5 certific Yiew Unlack Code...

) My Personal Info T: Advance: d ¥ Configuration, .,
| View my person
s R e Make Certificates Available ko Windows

Log File Options..

NOTE: If the icon indicates |
that it is “ActiveGold” |
versus “ActivClient”, then
you have the OLD version
of the CAC Reader installed i J
and you need to contact the |t e v
IMD Helpdesk at 953-7200. Bt

.4 Reaister all the certificates stored in the smart card  Technical information about this smart card ”CAP”NUMl y
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Before exiting the
program, double click T @@ :I @@
on “My Certificates”, x % - % % ﬁb
then on the “ Signature” = =

Personal Data Signature Encryption  ID Certificate

certificate, OK, ' Certiates Certiiicate  Certificate
“Encryption” certificate
OK to verify your email

address. Close ActivClient screen
i If your email address is INCORRECT, exit out of the window and update it

via one of the methods below before proceeding (ensure your
certificates are still valid, i.e. not revoked or expired):

1. Update it yourself at the following link: E Ma"
https://www.dmdc.osd.mil/appj/lump/umphome.do ,\Me‘

2. Go to any of the CAC PIN reset stations. Go to the followiiig link to
find the CAC reset station nearest you:

https://intranet.mar.med.navy.mil/mid/FAQ/CAC-Operators.doc



https://www.dmdc.osd.mil/appj/ump/umphome.do�
https://intranet.mar.med.navy.mil/mid/FAQ/CAC-Operators.doc�

NAVY MEDICINE

World Class Care... Anytime, Anywhere

UTLOOK
CONFIGURATION

Next we will configure Microsoft Outlook 2007 so that
email can be Digitally Signed and Encrypted

Click TOOLS-MACRO-SECURITY

Click EMAIL SECURITY in TRUST CENTER

i - =X & c t 0
View B b = 3 tion for help [+
Fle fdt View Go | Teok Helw [EENNUN 1 center ion For help
{aitiew - N X sgnafecehie » Py senameceive + 4 | [ s - G (3 Mew ~
il Inatant Search » i v Trusted Publishers —
Mai Re: Family Tree 2 .
L) sddressfook.  CrieShste - Add-ins i
Favantr balfers Py LY b aaa s o 2 Favorite Folder; [] Encrypt contents and attachments for outgoing messages
o James Whitehouse [nekronS99Eyahoo.com]
Mail Faiders Crganige e Mail Folders Privacy Options ] Add digital signature to outgoing messages
by __If] | Estra lin Breaks in this message were removéa ;
2] Wt temss S Pufes and Alerls e =1 Dot iietiiios wak comvelind fo ok L) anmaittteml | [TEmai security | = Send clear text signed message when sending signed messages
4 5 = o 5 Request S/MIME receipt for all S/MIME signed messages
0 aaitbzs . Brignt, B Oyt of Office Aasistant... 74 =
3 & Maiibes . Brignt, Rot v Tue 46201 1 = 2 Maitbox | | coment Handiing . - -
"3 BRIAN 11 A At Bright, Robert €. (€ (L3 BRIAI Default Setting: ‘ My $/MIME Settings (Robert Bright@med.navy.mil) v| [ settings..
3 DRIGHT | o Farm z (3 BRIGH | Automatic Download
3 UK 1 " Empty Deletea Remy Folder 3 cHUd ) Digital IDs (Certificates)
) commbouch [7] |55 fecover Deleped Bems. 3 comn| | Macro Security
i : DAN. Digital IDs or Certificates are documents that allow you to prove your identity in electranic transactions,
;‘m""- Farms b Thanks for info. Calla L111y atkins was Susan’s = Programmatic Access
@l (&) Deleted lems. ooy | -y s ok Ciian s - irardiathien s alden shatar @ 5 Delet Publish to GAL... ] [ Impart/Export... ] [ Get a Digital ID... ister
pucjicnins = 5 aunt. She uss Susan’s grandfather’s older sister. 1 DHM .
] 2 Hacro ¥ |3 Macros. rhat ke firge
2 ter that when she first A Dratt Readt as Plain Text T sure
Atcount Settings... B Securty.. nail from nuts once in [ Essen ead as Plain -
- 18 sent pictures of Susan’s grandfa his s
Trugt Cenfer... P8 yvus Basic Eaar  Alt-F11 4 : it 4 i o i Pos [ exce
§, and [ recogni then immediately. IT was pretly [ Gene; pretty
Qustomize And I was able to ask Susan if she remenbered making [ inbo making
Qotions. fucge for your father when he visit she smiled and [ Job A Script in Folders and
L Junk E-mad nodded. L was 1 rant a L@ Junk nt a
(3 KETH your 5] [ KerTH [ Allow seript in shared folders
3 Lisa 5] nd your f: 5 [ Lisa 1] Allow seript in Public Folders smile
S MECHLLLE |J very difficult time, B. 3 MICH] ise.
3 Mucrecalt 2007 1 [ Micre
(8 Outbox 5 outn ittle
73 PETE ESPROTA [ PETE 1y
4 [ Re5 Feeds o [ Rss F
—3 Sent Item |4 i e (= sent
5 Techmical 7 th little or 3 Techr :rtzn
3 0 Searcn Folders = L3 searcl h
3 25 Archive Fald @ 5 Archive wnen
o £ Pessonal Folders = &9 Personal
(3 COMPLETE ENCYFTION [177 (3 com
£ Oeieted hemn Thank you for = I & Delet great
) ORIGINAL MSGS Easter! Take care and God (1 ORIG!
3 Out OO 45 - (3 outof
e James Whitehouse _
SRUALIG N v r =
£3 Online with Microsoft Exchange

2iem

+4 slart

1581 Merosalt PowerPort ...

I3 Cniine weitn Mierasate Esenange

[ J

2 ltems

@ inbo

)<L A
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Select the SEND CLEAR TEXT option only so that your
email will always be sent as clear text until you choose to
Encrypt or Digitally Sign.

Next select the SETTINGS tab

(&3] forher -

: File Edit

& ew -
Trusted Publishers Enci e
Mail o

e Add-ins
Favorite Folder: QL [] Encrypt contents and attachments for outgoing messages
Mail Folders Privacy Options

2] An Mail Item)

= €5 Mailbox Attachment Handling ) - - - -
[ BRIAN Default Setting: |MyS MIME Settings (Robert.Bright@med.navy.mil} v| [ settings... |
[ BRIGH Automatic Download -
[ €Hudg Digital IDs (Certificates)
[ comn] Macro Security
1 DANA Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
Programmatic Access
= 5 Delet [ Publish to GAL... ] [ Import/Export... ] [ Get a Digital ID... ]
1 DHM
L7 Draft Read as Plain Text ut
3 Essen|
[ EXCEI =
3 Gene. pretty
[ Inbox making
1 Job A script in Folders
L@ Junk prt a
[ KEITH [ Allow script in shared folders
[ uisa | Allow seript in Public Folders smile
[ MICH] ise.
[ Micrd)
[ outb jittle
3 PETE 1y
= [ RSS F
[ sent ]
i\;'re(hr LDr'tnD
@ L5 seard e o
= = Archive F
= £ Personal
[ com
) Delet B great
[ oRIGH
[ out O

Trust Center

[] 2dd digital signature to outgoing messages
Send clear text signed message when sending signed messages
[ Request S/MIME receipt far all S/MIME signed messages

when

= [ oK ] [ cance ]

2 Items £3 ©Online with Microsoft Exchange
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Change Security Settings

n e . 2. Click on the 1t “Choose” button.
1. Make sure "Active Client Click on the ‘DOD EMAIL ...Smart

Certificates” is in the ‘Security Card’ certificate and “OK” . This
Settings Name’ and that all of certificate may be listed 15t or 2" for
the boxes are checked. you, so look closely
Change Security Settings E| rSelre-::t Certificate
Sy 5.etting F_‘FEFEFEHEES Select the certificate you wank to use.
Security Settings Name:
= |
Default Security Setking For this cryptographic message Format Elmansee... DoDCa-12 Zhll= Nne 9122009
Default Security Setting For all cryptographic messages
[ Security Labels, .. l l Mew ] [ Delete ]
Certificates and Algorithms < 3
aring Cerfcte: | | [ ot ] I kK ] [ Cancel ] l Yiew Certificate ]
Hash Algorithm: |SHF\1 w |
Encryption Certificate: | | [ chonse, . l 3 CIICk on the 2nd “ ChOOSE” bUttOn
Encrypton Algarkthm: | 3pE3 v] Click on the remaining certificate (if
Send these certificates with signed messages th ere ar e 2 rem al n I n g ’ p I C k th e 0 n e th at
ok ][ canel mentions ‘encryption’) and “OK”, and

then click “OK” again.
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Publish to the Global Access List (GAL)

11 [1] rust Lenter H
1. Click on “Publish to GAL” .- ¢
— | Trusted Publish .
button on left. Message will w5 | oo
- Favorite Folder Add-ins 9‘5 D Encrypt contents and attachments for outgoing messages
ap p ear Stati n g yo u are ab O ut Mail Folders Privacy Options ] 2dd digital swgn.atureto outgaing message.s .
. L. E]A” Mail Ttem) E-mail Security . Send clear text signed message when sending signed messages
b 2 88 Mailb X o Request S/MIME receipt for all S/MIME signed messages
to p u I I S h yo u r C ert I fl C ates to @\_ja‘ER;:I Attachment Handling Default Setting: | My 5/MIME Settings (Robert.Bright@med.navy.mil} v| ‘ Settings..
1 1 CABRIGH | Automatic Download
th e GI O b al Ad d reSS I I St . CI I C k [ CHUg e .:'W” ” Digital IDs (Certificates) =
3 comnf Macro Security
O K E n ter CAC p i n n u m b er 1 DANA Pragrammatic Access lﬂ Digital [Ds or Certificates are documents that allow you to prove your identity in electronic transactions.
' @ (3] Delet ) [ publishto GaL... | [ mpartEsport... | [ geta Digital ... ister
. =AY | '
when asked. Once you receive o e
ssen|
LS
the message that your o pretty
0.0 =] In?oex making
certificates have been e and
'@ Junl pnt a
= = [ KEITH ] &llow seript in shared folders
pUbI IShed SucceSSfUI Iy1 CIICk S:‘:H Allow script in Public Eolders .5"1119
on OK, and then click on OK. | 2w -
1 e
[ PETE |
@ ([ RssF LY
(=1 Sent]] or no
1 Tech
] E% S*:;rcr e to
[ 5§ Archive F uhen
= & Personal
3 comy
& Delet b great
3 oriGl
3 outof
z I
2 ltems £3 Online with Microsoft Exchange

i1y Start (&) Microsoft PowerPaint . {8 Inbox - Microsoft OLL... B E@0 e (@O s5rem
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To prepare to send a digitally signed message, make sure that
you have Microsoft Outlook 2007 open and “New Message”

selected. " E— —
=™ = o @
1. Click on NEW MESSAGE a W ___| gf}% m@h,ﬁf—’ =RCAS
You should see two new B e — -
“Envelope” icons on the o [ — |
MESSAGE tab above the s | _— ]
OPTIONS group on the ;i
Ribbon.

2. To digitally sign a message~"
click on the envelope with the
red “digitally sign” symbol on

it before sending. You will
have to insert your CAC and
enter your PIN. |

————— — - - = :
JJ." start Micrasoft PowerPaint .. | [ Inbos - Microseft Qut. ., Untitled - Message (Pl I m@oe L ﬂr\ W o= z40eM
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E;-:\ H9®ase - Untitled - Message (Plain Text) - =T X
_éﬁ/ Message Insert Options Format Text Developer '@'
1. To encr_ypt a message, you M RAEEE| e | D g e
need to click on the envelope | e DY S e L8| s
with the blue ‘padlock’ on it [ : : 5 aoing |
before sending the message. = (| |
Subject: | ’/ _|
i)

2. When encrypting, you must
also digitally sign, so both
“envelope” icons must be

selected.

3. You will be required to
insert your CAC and type in
your PIN before the message
can be sent.

4

EZIQQQ%L@EF?mﬁ%W

— r = =
+4 start @] Microsaft PowerPoirt | @ Inbox - Microsoft Out.,, £ Unkited - Message (Fl...
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If you cannot send encrypted
Individual has a Department o

email (usually happens if the
f Defense email address outside

of the Global Directory), you will need to go to a place called the

“Department of Defense (DoD

) Global Directory Service” to

retrieve their Public Key Certificate.

This is an example of the error
message that you might see in
Microsoft Outlook 2007 if you
are unsuccessful in sending
an encrypted message to

another user:

Encryption Problems [s_<|

Microsoft Office Qutlook had problems encrypting this message because
' the Following recipients had missing or invalid certificates, or conflicking
*

or unsupported encryption capabilities:

7 fm&@amedd.army.mil

Continue will encrypt and send the message but the listed recipients
may not be able to read it

[ Send Unencrypted
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To get to this “DoD-wide repository” in order to search for and
retrieve a certificate, go to (CAC s
required). The website will look like the picture below:

Last name is v First name is v
Phone number is vl | Email address is vl |
Employee number is v Where C/S/A is: All DaD
Download CRLs and CA Certificates [ Search ] [ Clear ] [ Help] [FAQ ] CDS Home

Type in the last name (at a minimum) of the individual whose
certificates you want to retrieve and click SEARCH.


https://dod411.chamb.disa.mil/�
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After clicking on the SEARCH button, one or more users will
appear in awindow like the one below. Click on the last name of
the desired user to expand the certificate:

Last Name First Name Middle Initial Suffix C/s/A E-mail

'M @W‘“ R Usa P s i us . army . mil

IAFNEET AT Y

There are 1 maiching entries. Click on the Last Name to download certificate.

Page 1 of 1

Under “Certificate Download Options”, click “Download
Certificates) as vCard,..

Contact Information

First Name: FARATYA Common Mame: R THREIARE A M. 1085626171
Middle Initial: Bleriiy Phone:

Last Mame: 7.7 3] E-Mail Address: M@@us-armv-mil
Suffix: Last Modified: Apr 22, 2008 11:25:51 PM GMT

Certificate Download Optins
Download Certificate(s) as wCard {Outlook & Internet Explorer or Metscape 7.x Reguired)
Download Certificate(s) as _cer file (INon-QOutloolk Users)

Download Certificate(s) into vour Metscape 4.x client
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Once the next window appears below, click on “Hardware (CAC)
Certificate for...” under “Select a certificate from the available certificates

for vCard download.”

Contact Information
First Mame:
Middle Initial:

Common Mame:
Phone:

E-Mail Address:
Last Modified:

Last Mame:
Suffix:

Hardware {CAC) Certificate for SemeSsometdad®B @ LS. army . mil valid until Apr 22, 2009 11:59:59 PM GMT

This window will pop up right
after you click “Hardware
(CAC) Certificate for...” the
user that you have selected.
Click on ‘OPEN’ (NOTE: YOU
MUST HAVE MICROSOFT

OUTLOOK 2007 OPEN V

THIS TO WORK!).

X)

File Download
Do you want to open or zave this file?

8

MHame: ...nloadmanager;jsessionid=dod411.chamb, disa.wcf
Type: wCard File, 1.61KE
From: dod411.chamb.disa.mil

J |

Alwayz azk before opening this type of file

|g|

Open Save Cancel

J |

YWhile filez from the Intemet can be uzeful, some files can potentially
harm your computer. |F you do not trust the source, do not open or
zave thiz file. What's the nigk?
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After clicking OPEN, the user’s
Contact information will
automatically open in
Microsoft Outlook and you can
click on the “Certificates” tab
to view the certificate. SAVE
AND CLOSE the Contact.

If the individual is already in
your Contacts List, you will
receive a “Duplicate Contact
Detected” message and be
prompted to “Update new
information...” if you desire.

Duplicate Contact Detected El

0 The name ar e-mail address af this cantact already exists in this Folder:

& cContacts
j Wiould you like ba:

() add this as a new contack anywary

(%) Update new information from this conkact bo the existing one:

O A N T I-
g oA WL S G s e SIS ST L)

Maote: & backup copy of the existing contack will be placed in your
Deleted Ikems Folder.

Open Existing Contack ] [ Ok ] [ Cancel
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« ACCESS IT SUPPORT VIA INTRANET

(INFORMATION TECHNOLOGY)

=
+ ACCESS IA (INFORMATION -

~ ASSURANCE) VIA IT INTRANET LINK

. CALL HELPDESK @ 953-7200 l“

« EMAIL NMCP-Helpdesk@med.navy.mil
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