ANNOUNCEMENTS

All participants must register for the Monthly Disease
Surveillance Trainings in order for us to provide CMEs/CNEs:

1. Log-on or Request log-on ID/password:
https://tiny.army.mil/r/zB8A/CME

2. Register at: https://tiny.army.mil/r/LEAid/EpiTechFY15
Communicate with your Service surveillance hub to ensure you
get information on future trainings and past recordings: POC
info in chat box
Confirm attendance for today’s training:

— Enter your name/service into chat box or email your Service hub

— You will receive a confirmation email within the next 48 hours

— If you do not receive this email, please contact us

Please put your phones on mute when not speaking
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What is Risk Communication?

“A science-based approach for
communicating effectively in ...

high concern,

low trust,

_sensitive, or

controversial situations”




What is Risk Communication?

Planning and executing communications
with any stakeholder, internal or
external, on any issue that can impact
your mission. This includes crisis and
non crisis situations.

This requires significant communication
skills. T T-

be wise
IMMUNIZE =



http://www.navy.mil/swf/mmu/mmplyr.asp?id=14838
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A Risk Communication Primer—
Tools and Techniques

s Risk Communication?

Policy, Laws & Regs
Training

Building a Strategy

ID & Prioritize Stakeholders
Develop Messages

Select Delivery Messages
Prepare Messengers
Assess Effectiveness

Public Meetings

Develop RC Products



What are the Goals of Risk
Communication?

v’ Increase Knowledge & Understanding

v'Enhance Trust & Credibility

v'Resolve Conflict




Tue #1 BESTSELLER
a Social Science

* Empathy

¢ Self-awareness

Emotlonal
[ntelligence

WHY IT CAN MATTER
MORE THAN IQ

 Self-discipline

Risk Communication is...



Big eyes, big
ears and a SMALL mouth




The court of public opinion is very different
from the court of law. At some tipping
point, perception becomes reality.

Roy 'Tin Cup' McAvoy: | hit it again because that
shot was a defining moment, and when a defining
moment comes along, you define the moment... or

the moment defines you.



http://www.imdb.com/name/nm0000126/?ref_=tt_trv_qu
http://www.imdb.com/media/rm2232458240/tt0117918?ref_=tt_ov_i

The Problem with Public Health

* When public health practitioners do thelrJob the
results look like... nothing. -
— No one gets sick.
— Diseases don’t spread.
— Children don’t die.
— Life pretty much goes on as normal.

* But behind the scenes, there’s actually lot of
work that goes into preventing kids from getting
measles, or containing an outbreak of hepatitis A,
or delivering clean drinking water to your home.

* All of those things are public health, and all of
them are easy to take for granted. And we have
taken them for granted.




The Human Element




Negative Emotions
Anger
Fear
Frustration

Dis‘rust

Agendas — Stakeholder <——  Risk

Personal Perceptions

Economic Control
Social Trust

Cultural Benefits

Historical




Catastrophic

Benefits Potential AR

Voluntariness of
Exposure
Trust
Equity 8 Risk — Control

Level Threat to
of Future
Knowledge Generations



Additional Challenges

“There is virtually no correlation
between the ranking of hazards
by experts and the ranking of
those same hazards by the
public”



http://www.time.com/time/magazine/0,9263,7601061204,00.html

Probably the shortest true statement that can be made about causality
and correlation is "Empirically observed covariation is a necessary

but not sufficient condition for causality.” Or possibly "Correlation

is not causality but it sure is a hint." Or possibly this:

CORRELATION
IS NOT
CAUSATION




SHARE:

A DISCONNECT
SCIENTIST CONSUMER
EXPERT l ' PUBLIC
Knows feels
thinks believes
Fact-based: Value-based:

hazard, probability consequences, value




ZAWIPTLS ummnm-u Y
T_I

Qmm,

HERE LIES A PSEUDO SCIENTIST
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Ignore These 2 Communication Shifts at Your Own Risk
By Ryan Jenkins, Published Oc 1,2 [J Be the firstto comment! . . .
Fundamental Communication Shifts:

Do you remember the process a decade or two ago, when you had to call someone? You had to walk over to the
phone attached to the wall. wait a few minutes until your teenage daughter finished her call, refer to your

physical address book for the phone number, dial in a rotating fashion... only to hear a busy signal. You wait 5 1) Ab u nd an Ce _ TWitte r’ Face boo k, S napCh at

minutes, say a prayer and then try again and again and again until you finally speak to someone only to find out
the individual you're trying to reach is not present to take the landline call. Ugh! How did we ever do it?

2) Avenues - email, Facebook, Internet,
Tumblr

Now Is
Too:Late’

Communication has been transformed in unparalleled ways since the introduction of the Internet. smartphones
and social media

Survival in an}Era of Instant News

)
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GERALD R. BARON
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When written in Chinese the word crisis is
composed of two characters.

One represents danger, and the other
represents opportunity.

John F. Kennedy April 12, 1959


//upload.wikimedia.org/wikipedia/commons/c/cc/Crisi-tunity.png
//upload.wikimedia.org/wikipedia/commons/c/cc/Crisi-tunity.png

Elections Executive Senate House Defense Judiciary Scandals

LEGISLATION

Robert F. Kennedy Jr. apologizes for
'holocaust’ remark in speech against
California vaccine law

5 - Associated Press + 2 N 296 X E]

Politics Video

Trace
A m O U. nt S HOME THE FILM THE TOUR

) Trace Amounts: The Documentary The CDC Doesn’t Want You To See




1. Identify and Prioritize Stakeholders

— A stakeholder is anyone interested or impacted by the issue.
BEFORE communicating any information, you must get to know
the stakeholders and understand their issues and concerns.

Stakeholder identification and prioritization is the first step to any effective risk communication
strategy. The primary objective of this step is to help ensure that no individual or group is
missed and that messages can be tailored to specifically address their concerns and issues.

Identify Stakeholders

With most risk communication issues, the audience is not simply one big homogenous group
(i.e., the general public). It is made up of many diverse stakeholder groups who will be affected
and/or who will be most interested in a project or issue.
Examples of the many different types of stakeholder groups can
include:

+ Military and civilian leadership
+ Planners

= Public affairs

+ Program managers

+ Contractors

+ |ocal, state and federal government
+ Tribes

+ Property owners

+ Businesses

+ Community groups

+ Environmental groups

+ Individual citizens

+ Media

A Risk Communication Primer—Tools and Techniques 5



Determine the Appropriate Messages

When developing a risk communication strategy, there are three basic questions in determining
the appropriate messages.

1. What do you want to tell your stakeholders?

2. What do they want to know?

3. What is likely to be misunderstood?

l

Message Map template

Stakeholder: The Public

Question or Concern: How can | avoid contracting West Nile Virus?

Key Message 1:
Remove Standing Water

Key Message 2:
Wear Protective Clothing

Key Message 3:
Use Insect Repellent

Supporting Information 1-1:

Unused swimming pools

Supporting Information 2-1:

Long sleeves

Supporting Information 3-1:
Containing DEET

Supporting Information 1.-2:

Flower pots and bird baths

Supporting Information 2.2:

Long pants

Supporting Information 3-2:
At least 23%

Supporting Information 1-3:

Buckets and cups

Supporting Information 2.3:

At dusk and dawn

Supporting Information 3-3:
Medically proven effective

hitp:/{www epa_gov/nhsrc/news/news040207 htmi




WHAT you SEE HERE
m(ouno L

Typical Risk Communication | AR

LET IT STAY | {ERE

Failures in an Emergency
=  Mixed messages from your organization

=  Mixed messages from your organization versus
other respected organizations, including agency
power struggles.

= [nformation released late

= Lack of frequent updates early in a crisis

=  Unwillingness to admit what you don’t know
. Not countermg rumors



http://www.nhc.noaa.gov/HAW2/english/history/floyd_big.jpg
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The statement sakd

“There was caly enough
(of the experimental se-
rum) for one person. Dr.
Brantly asked that it be giv-
on 1o Nancy Writebol ™ said
Franklin Graham, presi-
dent of Samaritan's Purse,
ancther aid organization
that has been warking in
Liberia during the Ebola
crisis.

Brantly, who works for
the aid group, did receive a

Ccorp.

OCtant on & Street 10 prevent the sproad of the (Bola virs.

RELATUD NEWS

2 American Ebola victims

Saturdsy | D023 | THE VIRGINAN-PLOT . PacE
nation&world B

Ebola moving faster
than control efforts

Comaary, oumEA

An Ebola outbreak that
has killed more than 700
people in West Africa is
moving faster than efforts
to control the disease, the
head of the World Health
Organization warned as
presidents from the affect-
od countries met Friday in
Guinea's capital.

Dr. Margaret Chan, the
WHO's director-general,
said the meeting in Cons-
Ky “rowast bee s Curming point™
in the battle aguinst Ebols,

“Over the last weeks,

§ there hasbeena

significant surge in
the epidemic - the
number of cases

has increased
dramaticallty ... and
the disease has
spread to many more
villages and towns.”
Doceors Witheut Berders

lion response plan that in-

said its teams are over
whetmed wi El -

tients in Sievra Loone and
that the stustion in Liberis
is mow “dire.”

“Over the [ast weeks, there:
has been a significant surge
inthe epidemic - the number
of exses hus increased dra-

eenent
At least 729 people have
died since cases first
emerged in March: 339 in
Guinea, 233 in Sierra Leane,
156 in Liberia and cee - an
American - in Nigeria.
While health officials say
the virus is transmitted only
through direct cantact with
bodily fluids, many sick pa-
tients have refused to go to
i centers and have in-
focted femily members and

scenes of patients bloedin
from the eyes, moath an:
cars has led many relatives
to keep their sick family
e 1 home instead.

DEADLIEST OUTBREAK TO DATE
The Ebola outbrrak in West Africa is the world's deadi
10 date. According 1o the LUN., 729 people tave .
God &s health officials in Guinea. Liberia and
Siema Leane struggle to control the virus.

CURTARISS A

Sierra Leone (533 cases)

® Sites with
(inchudes capital citins)

NOTE: Wurvber of dusthe and caves & of Aty 3L

i

EDola virus outbreaks

E 197
o 82 cases
431 deaths
L=
No cases

Sieers i soding
teas dooe U door i search
of Ebola patients and others
who have been exposed to

EBOLA VIRUS RAPIDLY SPREADING IN WEST AFRICA

Since it was detected in March, the number of suspected and confirmed cases attributed to Ebola in the West African nations of Liberia, Sierra Leone,
Guinea and Nigeria stands at 1,711, including 932 deaths.
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OUTBREAK AREA

SYMPTOMS
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EBOLA OUTBREAK
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@ CASES @ DEATHS
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What People Need in a Crisis

. Acknowledge their fears/concerns
* Something to do
* Frequent updates

27



Generic Categories of
Questions and Statements

Ventilation/Anger — A hig
state/anger

What’s the question or statement?
Rude but briefly acceptable. See
overhead 2-7

Negative allegations — not true
Negative allegations — true
Guarantee/100% assurance/no risk acceptable

28



10.
11.
12.

Generic Categories of
Questions and Statements

Fairness questions
The setup question or statement

Personal interest that’s not relevant (in group
discussions)

Policy
Factual questions — What? Who? When? Where?
Fear

;\I(IAN

v TIVES &
equal ty 3 1Qua,

29



Categories #1 and

* Category #1 — Anger
— Empathy
— Open Ended Questions
— Facts

* Category #12 — Fear
— Do know
— Don’t know (See Attachment 3-1)

— Next update on “don’t know’s”

30



Generic Category #5

Negative Allegations That Are True

* Acknowledge the change
* Corrective Measures/Learnings
e Status/Timeline

31



TAING IT PERSONALLY

Not knowing how to respond
to fear

Not knowing how to respond
to anger

Jargon
Facts before conclusions
Not listening

Lacking good non verbal
observation skills

Critical Traps to Avoid

Spinning/Embellishing
Humor

Hedges

Avoid “Push Backs”

False confidence/Over
reassurance

Not admitting “you don’t
know”

So nervous that you are not
clear

Not giving people things to do
that are helpful.

32



ﬂ Nonverbals in Risk Communication

HOW you say it is as important as
WHAT you say

33



What People Remember

How It's Said What Is Said
30% 10%




edited by
ABE J. ZAKHEM, DANIEL E. PALMER,
AND MARY LYN STOLL

Three Key Principles
STAKEHOLDER
THEORY

ESSENTIAL READINGS

IN Ervicar LEADERSHIP

* Messages should support s R
your communication =5
mission. = wy

+ 1fyoubuy a mask, an N-95 mask may
provide beter profecton.

AND MANAGEMENT

A Guide
for
Service
Members

. and
e

s ke Families

+ Masks lose their protective properties and

* Know your stakeholder ——
before you develop the
message.

FOREWORD BY NORMAN E. BOWIE
Elmer Andersen Chair in Corporate Responsibility
Carlson School of Management, University of Minnesota

+ Ifyouhave a mask, wear it when you
leave home when pandemic flu s in your

N1d JINIANvd

Be Prepared...Stay Healthy...
Get Informed

* Select the message vehicles,
channels, and applications
most appropriate for the
stakeholders.

35



Message Purposes

Raise awareness
Educate/inform
Get consensus
Change behavior

ANTHRAS
KILLS

VACCINATION
PROTECTS

36


http://www.anthrax.osd.mil/Site_Files/multimedia/images/atxkills.jpg

Communication Vehicles*

Written

Oral

Visual

Audience interaction
Computer-based applications

*Lundgren (1998)

37



Communication Channels

There are various types of channels you can use to
communicate your message

* Media
* Advertising

* Public meetings

— Poster station meetings Communication
— Informal S

* Internet

* Employees, families

* Third-party supporters
 “Word of mouth”

e Speaker bureaus

38



Message Mapping

3

* Atool for organizing factual information, both verbal and
written

* Applies to one of the 3 Arenas of Risk Communication —
Perception of Risk

* Most useful in pre-crisis and crisis alert periods
* Organizes facts into a hierarchical arrangement
* Each layer supports the preceding layer

* Provides a sense of how much information to
communication in various situations

39



General Guidelines E =0,Y.\

TODAY.

e Usually 3 messages/layers

e Sentences — maximum of 15 words, usually less than
10.

* Grade level — 6t to 8t grade level
 Most important message first in each layer.

40



George Orwell’s 6 Rules of Writing

Never use a metaphor, simile, or other figure of speech which
you are used to seeing in print.

Never use a long word where a short one will do.
If it is possible to cut a word out, always cut it out.
Never use the passive where you can use the active.

Never use a foreign phrase, a scientific word, or a jargon word
if you can think of an everyday English equivalent.

Break any of these rules sooner than say anything outright
barbarous.

41



http://en.wikipedia.org/wiki/Metaphor
http://en.wikipedia.org/wiki/Simile
http://en.wikipedia.org/wiki/Figure_of_speech
http://en.wikipedia.org/wiki/English_passive_voice
http://en.wikipedia.org/wiki/Jargon
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Military —
Avoid Acronyms

Sure, the Navy has its DicNavAb - Dictionary of
Navy Abbreviations — but here’s where you’'ll find
your VaPiConPMilAcroGlos, or The Virginian-
Pilot Context Page Military Acronym Glossary,
for those dizzying strings of capital letters.

A —

ACC >

Air Combat Command

ARLANT 444
CHINFO &< ®:«
Chief of Information

CINCLANT * * %

Commander in Chief Atlantic

CINCLANTFLT % %

Commander in Chief
Atlantic Fleet

CNRMA® » %

Commander, Navy
Region Mid-Atlantic

COMFIRSTNCD ¢

Commander, First Naval
Construction Division

COMNAVSAFCEN

Naval Safety Center

COMSECONDFL

Second Fleet Command

COMOPTEVOR

Commander Operational
Test and Evaluation Force

EYBERFOR MEXE

iavy Cyber Forces

ESG2 PO

Expeditionary Strike Group 2

FISCN & & & &

Fleet and Industrial Supply
Center Norfolk

FMFLant o0®@e®@®

Fleet Marine Force Atlantic

JFCOM
Joint Forces Command
JFSC %+

Joint Forces Staff College

MARFORCOM 388

Marine Corps Forces
Comman

MSFSC A A
Military Sealift Fleet
Support Command

NAVELEX ¥ &' & &

Naval Electronics Systems In
Portsmouti

NAVFAC LANT .+~

Naval Facilities Engineering
Command, Atlantic

NAVFAC MIDLANT

Naval Facilities Engineering
c 4, Mid-Atlanti

NNSY K X KX

Norfolk Naval Shipyard

NPASE » » » »
Navy Public Affairs

Support Element

OPNAV -~~~
Office of the Chief

of Naval Operations

SACLANT > < % %

Supreme Allied Commander
Atlantic

SEAL TEANS ©©

the Navy's elite commando
teams

SUBLANT ¢ éée

Submarine Force Atlantic

SURFLANT ¢ édédéé

Surface Force Atlantic

SUBRON PREFEFER

Submarine Squadron

TRADOC [ MMM

Training and Doctrine
(Army)

NETWARCOM (®

Naval Network Warfare
Command

NEXCOM == =2

Navy Exchange Command

NMCP =4
Navy Medical Center
Portsmouth

USFF titittdiie

Fleet Forces Command



You can’t control the media; you can control the message

Media’s Your
Story t Message
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Can you answer these 3 Questions

comfortably? Paterno knew

ach a dtpP n State officials
deIgt of sex abuse to protect
th school, a tgt ncludes.

What did you know?
When did you know it?

What did you do about it
(and how fast)?

Lawyers and the Media already know the
answer before they ask you.

It's rarely the event itself, rather the cover-up
that kills the person and/or organization



The Way You Start A
Conversation May
Determine The
Outcome You Get

dilbert | Scott Adams

I GOT YOUR STUPID
EMAIL WITH YOUR
STUPID LINK TO THAT
STUPID SCIENTIFIC
STUDY.

n )

) 74
A\
(AN F

T DON'T CARE ABOUT |
YOUR SO—CALLED
"FACTS.” T KNOW IM

( AN ARGUMENT
7 LIKE WINNING.
\-’\./\/\_‘

Dilbert com  DilbenCanoonistgly mall com
!
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Big eyes, big ears and a SMALL mouth

Trap: Don’t

personally

Winning Eeels Different in
Risk Communication







Questions/Service POCs

e Army: USAPHC - Disease Epidemiology Program
Aberdeen Proving Ground — MD
Comm: (410) 436-7605 DSN: 584-7605

usaphc.disease.epidemiology@us.army.mil

* Air Force: Contact your MAJCOM PH or USAFSAM/PHR
USAFSAM / PHR / Epidemiology Consult Service
Wright-Patterson AFB, Ohio
Comm: (937) 938-3207 DSN: 798-3207
episervices@wpafb.af.mil



mailto:usaphc.disease.epidemiology@us.army.mil
mailto:episervices@wpafb.af.mil

. Questions/Service POCs

NMCPHC Preventive Medicine Department
— COMM: (757) 953-0700; DSN: (312) 377-0700
— Email: NMCPHCPTS-threatassessment@med.navy.mil

Navy Environmental and Preventive Medicine Units (NEPMU)

* NEPMU2
— COMM: (757) 953-6600; DSN: (312) 377-6600
— Email: NEPMU2Norfolk-Threat-MedEpi@med.navy.mil

* NEPMUS5
— COMM: (619) 556-7070; DSN (312) 526-7070
— Email: HealthSurveillance@med.navy.mil

* NEPMUG:
— COMM: (808) 471-0237; DSN: (315) 471-0237
— Email: usn.jbphh.navenpvntmedusixhi.list.nepmu6@ mail.mil

* NEPMU7
— COMM (international): 011-34-956-82-2230 (local: 727-2230); DSN: 94-314-727-
2230
— Email: NEPMU7@eu.navy.mil
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