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ESSENCE Registration Process 

 Obtaining an ESSENCE account is a process requiring you to: 

– Submit a current IA certificate 

– Register your CAC 

– Register for ESSENCE 

 

 An approval process then is initiated at different levels through an 

automated system 

 

 Allow approximately 2 weeks for your request to be processed 

 

 Refer to the Helpful Hints section below to expedite your approval 

process and ensure you receive your account access 
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Step 1. Send IA Certificate to DHSS 

Access Office 
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Step 1: Send IA Certificate to DHSS Access Office 

 All users must have a current Information Assurance certificate (within 

the past year, must be renewed annually) 

– Information Assurance annual training and completed certificates 

are on Navy eLearning. 

 Navy eLearning is accessed via Navy Knowledge Online: 

https://www.nko.navy.mil 
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Step 1: Send IA Certificate to DHSS Access Office 

 To retrieve past certificates, go to your Training History: 
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Step 1: Send IA Certificate to DHSS Access Office 

 In Training History, locate the IA course: 

– Course Code: DOD-IAA-V11.0 (version numbers subject to change) 

– Title: DOD Cyber Awareness Challenge 

 

 Click the ribbon to open the certificate: 
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Step 1: Send IA Certificate to DHSS Access Office 

 Click the disc icon to save the certificate to your computer. 
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Step 1: Send IA Certificate to DHSS Access Office 

 Send an email to dhssaccess@tma.osd.mil with the IA certificate 

attached. 
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Step 2: Register CAC with iAS 
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Step 2: Register CAC with iAS 

 iAS CAC registration: 

https://sso.csd.disa.mil/amserver/UI/Login?org=cac_pki&authlevel=3&e

crs=true&goto=https://sso.csd.disa.mil/idm/mhs/CACRegistration.do 

 

 Log in must be done with CAC. 
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Step 2: Register CAC with iAS 

 The form at right will appear.  

Some fields may already be 

pre-filled for you (name, e-mail 

address) 
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Step 2: Register CAC with iAS 

 Service/Rank fields 

– Military applicants:  

• Service: Branch of service 

(Navy, Marine Corps) 

• Rank: Current rank 
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• Service: Not applicable 

• Rank: US Govt/DoD 

Contractor 
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Step 2: Register CAC with iAS 

 Contact Information 

– Ensure that the primary email address is correct 

– Enter your commercial phone number (work number) 

• DSN is optional 
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Step 2: Register CAC with iAS 

 Sponsor Organization: 

– NMCPHC applicants: NAVY 

MED EAST 

– NEPMU applicants: NAVY 

MED EAST or WEST 

– MTF applicants: MTF name 

 

 Duty Station/Company: 

– Currently assigned duty station 

 

 Title/Position: 

– Current position 
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Step 2: Register CAC with iAS 

 Location Name: 

– Where is the duty station 

located? 

• NMCPHC applicants: NMC 

Portsmouth 

• NEPMU applicants: base 

name 

• MTF applicants: MTF name 

 

 Department/Section: 

– Current department 
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Step 2: Register CAC with iAS 

 Street Address, City, State, Zip, 

Country: 

– Physical address of workplace 
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Step 2: Register CAC with iAS 

 Submit the form when it is complete. 

 

 

 The following message will appear if registration was successful: 

 

 

 

 

 If any information is missing, the form will reload with alert messages 

noting which fields are incomplete.  After these errors are resolved, re-

submit the form. 
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Step 3: Submit ESSENCE Registration 

Form 
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Step 3: Submit ESSENCE Registration Form 

 ESSENCE registration: 

https://sso.csd.disa.mil/amserver/UI/Login?org=cac_pki&authlevel=3&e

crs=true&goto=https://sso.csd.disa.mil/idm/mhs/ApplicationAccessReq

uest.do  

 

 Log in must be done with CAC. 
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Step 3: Submit ESSENCE Registration Form 

 The form at right will appear 

after clicking on the link.  

Fields in the User Profile 

section will be pre-populated 

based on what was entered 

during your CAC registration 

from Step 2 (registering with 

iAS). 
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Step 3: Submit ESSENCE Registration Form 

 Application Access Type:  

– “New” for new applicants 

 

 Applications: 

– ESSENCE 
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Step 3. Submit ESSENCE Registration Form 

 When ESSENCE is selected from the Applications drop-down list, the 

ESSENCE Access Level section will appear. 

– NMCPHC applicants: Level I access (no PHI access) 

– MTFs applicants: Level II access (PHI access) 

• DMIS ID Family: Parent DMIS ID of your MTF 

• MTF Name: Name of your MTF 
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3. Submit ESSENCE Registration Form 

 When ESSENCE is selected from the Applications drop-down list, the 

ESSENCE Access Level section will appear. 

– NEPMUs applicants: Level II access (PHI access) 

• DMIS ID Family: List DMIS IDs in your AOR, separated by 

commas (Copy/pasteable list of AORs on NMCPHC SharePoint) 

• MTF Name: Navy Environmental Preventive Medicine Unit No. # 
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Step 3. Submit ESSENCE Registration Form 

 Employment Category: 

– Military/Civilian applicants: “Government Employee, Uniformed 

Services Member, Military or Civil Service Employee” 

– Contractor applicants: “Contractor” 

 

 US Citizen: 

– Yes/No 
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Step 3. Submit ESSENCE Registration Form 

 DOD Information Assurance Awareness Training: 

– Training complete? “Yes” 

• Training needed to be completed to provide certificate to DHSS. 

– Provided certificate to DHSS Access Office? “Yes” 

• This was done in Step 1 of this guide. 

– Date of Training: 

• Enter the date that appears on the training certificate. 
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Step 3. Submit ESSENCE Registration Form 

 Access Approval Emails: 

– Commander/Supervisor: Enter the email address of your 

commander or supervisor.   

• This person will provide approval for you to have an account. 
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Step 3. Submit ESSENCE Registration Form 

 Access Approval Emails: 

– IA/ISO: Enter the email address of your Information Assurance 

Manager or Officer. 

• IA/ISO approval is only needed if mobile computing equipment 

will be used to access ESSENCE, but the email address is 

required to complete the form. 
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Step 3. Submit ESSENCE Registration Form 

 Mobile Computing Equipment: 

– Select the correct option for your situation.   

– If mobile equipment will be used, select the devices that will be 

used.  IA/ISO approval will be required. 
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Step 3. Submit ESSENCE Registration Form 

 Are you assigned to work within HA/TMA?  Yes/No 
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Step 3. Submit ESSENCE Registration Form 

 Submit the form when it is complete. 

 

 

 

 The following message will appear if registration was successful: 

 

 

 

 

 If any information is missing, the form will reload with alert messages 

noting which fields are incomplete.  After these errors are resolved, re-

submit the form. 
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Step 3. Submit ESSENCE Registration Form 

 You will be sent an email that the access request has begun routing 

and has been submitted for Commander/Supervisor approval. 

ESSENCE Registration Guide – February 2015 



32 32 

Step 3. Submit ESSENCE Registration Form 

 You will receive notification emails at each step of the approval 

process. 
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Helpful Hints for the ESSENCE 

Registration Approval Process 
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Helpful Hints for the ESSENCE Registration Approval 

Process 

 Notify those who will be approving your ESSENCE registration 

(commander/supervisor and/or IA/ISO, if mobile equipment will be 

used) after the registration form is submitted so they know what to 

expect (see below) 

– Important!  Approvers have 20 days to respond, or the system will 

automatically reject the registration request. 

– Approvers will receive an email from idm@csd.disa.mil to approve 

the account. 

• Caution: these emails may land in Junk or Spam folders. 

– Before going to the approval page, approvers will need to register 

their CAC with iAS. 

• They will follow the same process as Step 2 in this guide. 
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Helpful Hints for the ESSENCE Registration Approval 

Process 

 As the applicant, you will receive email confirmations as your 

application goes through the various account approval steps 

– Track those confirmations 

• Remind your approvers if your application is stuck in their inbox 

• Contact the MHS helpdesk if your application has been stuck for 

more than three working days after receiving all the appropriate 

approvals 
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Contact Information 
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If you have questions about your application: 

 Contact the MHS Help Desk 

– Email: 

• mhssc@tma.osd.mil 

– Telephone: 

• (800) 600-9332 
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If you have questions about ESSENCE use as part of  

routine surveillance activities: 

 Contact your cognizant Navy Environmental and Preventive Medicine 

Unit (NEPMU) 
– NEPMU2 

• COMM: (757) 953-6600; DSN: (312) 377-6600 

• Email: NEPMU2Norfolk-Threat-MedEpi@med.navy.mil  

– NEPMU5 

• COMM: (619) 556-7070; DSN (312) 526-7070 

• Email: HealthSurveillance@med.navy.mil   

– NEPMU6 

• COMM: (808) 471-0237; DSN: (315) 471-0237 

• Email: NEPMU6@med.navy.mil   

– NEPMU7 

• COMM (international): 011-34-956-82-2230 (local: 727-2230); DSN: 94-314-727-2230 

• Email: NEPMU7@eu.navy.mil 
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For additional resources: 

 Contact NMCPHC Preventive Medicine Directorate 

– COMM: (757) 953-0700; DSN: (312) 377-0700  

• Ask for the Preventive Medicine Directorate 

– E-mail: NMCPHCPTS-threatassessment@med.navy.mil 
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