
DMHRSi Site Application Administrator: Single User Account Creation
Scope
This procedure covers the creation of a single user accounts within the DMHRSi application. 

DMHRSi Site Application Administrator: Single Account Creation document covers the overall process for the how the DMHRSi Site Application Administrator (SAA) creates a single user account for a specific employee, using the “Employee Number” via the concurrent program within the application.
This procedure does not cover the end dating and maintenance of user accounts within the DMHRSi application, refer to DMHRSi End User Account Creation and Maintenance[../FND/@PRO300MN].
This procedure does not cover when an employee becomes aware that protected personal information pertaining to a Service member, civilian employee, or another individual affiliated with DMHRSi (e.g. volunteers, contractors, etc) has been lost, stolen, or compromised.  The DMHRSi user/support personnel shall notify the appropriate leadership; refer to DMHRSi End User:  Procedure for Privacy Violation[../FND/@PRO301MN].

This procedure does not cover how to the run the Site User Accounts Access and Responsibilities or the Your Responsibilities and All Users Reports.  For detailed information on all actions related to User Accounts Access and Responsibilities refer to:  The Discoverer Workbook Definition: Site User Accounts Access and Responsibilities or the Your Responsibilities and All Users Reports[../FND/@REF9DISC].
Policy

All user accounts must comply with the following policies:

· A valid “Employee Number” is required for account creation.
Note:  All Activities associated with the Site Application Administrator (SAA) responsibility can and will be monitored on a routine basis.
· Users may have access revoked if they do not adhere to DoD guidelines.
The following responsibilities will be automatically generated by the application once the DoD Create a Single User Account concurrent program has been run and completed.   
· DMHRSi  Employee Self Service
Business Rules

The following Business Rules are associated with running the "DoD Create Single User Process:"

The business purpose of creating a new interface program, based on the bulk user load, is to provide the System Site Administrators (SSA) the ability to create single user accounts from the concurrent manager, (a “Submit a Request” in the application) for a specified Employee Number, with features to satisfy the following:

· The DoD Create Single User provides the capability for the Site Application Administrator (SAA) to create individual new user accounts for active employees who do not have a user account in DMHRSi.  
· This process will be assigned to the [Service] Site Application Administrator or the [Service] Site Application Administrator Specialist responsibilities.

· This process will create the new user account, create a temporary password and assign the DMHRSi Employee Self Service responsibility to that account.  

· Where the user account already exists and is end dated or locked; those accounts must continue to be re-established by DMHRSi Tier 3.  The DoD Create Single User will not provide the ability to re-establish user accounts that are locked or have been previously end dated.

· The DMHRSi Account Maintenance Process will continue to be used for user accounts that already exist and the password needs to be reset by the SAA.  The DoD Create Single User will not provide the ability to reset a password for an existing user account.

· In order to use the DoD Create Single User Account process, the SAA must know the employee’s DMHRSi employee number for whom the account is to be created and that employee must obtain a valid employee number.
· The SAA can receive the employee number from the local HR Specialist.

· The employee must have an active employee record in DMHRSi, to include a valid email address.

· The DoD Create Single User Account Process provides two parameters to be completed:   Employee Number and Account Start Date.  

· The Employee Number parameter is required but the account start date parameter is not required. 

· If  no account start date is provided, then the process will assign a start date that is either a:  6 months prior to today’s date; or the employee’s latest start date, if that is less than the 6 months prior to today’s date. 

· The SAA’s can review the log file to ensure that the account was created and find the employee’s temporary password.   

· Once the process is completed, the employee must be notified by the SAA as to what the user account and password is.   

· Another option is for the SAA to just provide the User ID, and then have the user use the “Forgot Password” link to reset their password.  In order to do this, the user must have a valid email address in the DMHRSi record. 

· Upon initial logon, the employee will be prompted to change the password.  If the password is subsequently forgotten, then the employee will be able to use the “Forgot Password” link.

· The application systematically assigns a default responsibility "Employee Self Service" to each user account.

Responsibility

The MHS Chief Human Capital Officer through the HC IM/IT WG (MHS Human Capital Information Management/Information Technology Workgroup) is responsible for ensuring that the Policy and Responsibilities set forth in this document are consistent with DoD and Service policy and/or guidance.
The DMHRSi Site Application Administrator is responsible for:

· Verifying the user has met all security requirements.
· If all security requirements have not been met, request user to take web courses to comply with TMA policies (Data Standards, Information Assurance, HIPAA, etc.).
· Verifying that the user does not have an existing account before requesting new individual user accounts.
· Reviewing the status of user accounts before updating an account.
· Upon account creation and distribution, provide the employee password access directions.
The Employee is responsible for re-setting their individual password. 

· 3 unsuccessful login attempts by the user locks the account permanently until the password is reset.  The reset, in this case, will require logging a helpdesk ticket.
The Tier 3 Help Desk is responsible for:

· Running the “DoD Assign Role to Users with Specific Responsibility” process for employees who have been assigned the E&T Responsibilities and the Training Responsibilities.

· All DMHRSi End User Account Creation and Maintenance requested by the SAA.
Distribution
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Ownership

The DMHRSi Project Director is the sole owner and approval authority for this document.  The DMHRSi Help Desk Manager is responsible for ensuring that this document is accurate and reflects actual practice within the DMHRSi Project Office (PO).

Activity Preface

This activity is performed whenever the Site Application Administrator needs to create a DMHRSi employee user account. This action is performed when: 
· A New Employee record is created in DMHRSi.
· The employee’s work area manager notifies SAA that the employee needs a DMHRSi user account created to perform his or her duties.
Log on to DMHRSi by typing in your assigned User Name and Password.  
Since all entered data is case sensitive, turn the "CAPS LOCK" on now.  

Prior Activity

The employee must have a current employee record established in DMHRSi.
The SAA must obtain the employee number before executing the account creation.

Site Application Administrator
1.
Verify User information (submitted for account creation) by locating the employees DMHRSi Employee Number.
· Start this task using the "[Service] Site Application Administrator Specialist" responsibility. 

Note:  The "[Service] Application Administrator Manager” responsibility may also be used to perform these tasks.
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· Select the "Submit Process and Reports" option under the Process and Reports node to open the "Submit a New Request" form.
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The "Single Request" option is highlighted by default.

· Click the "OK" button.

2.
 Initiate the DoD Create a Single User Account Concurrent Program request.

· Type "%DoD%" in the "Name" field and press the [TAB] key.  

· You can also click the LOV icon [[image: image3.bmp]] to the right of the "Name" field to open the "Reports" find form.  
· If there is more than one matching record, then select "DoD Create a Single User Account” request set from the list and click the "OK" button.

The "Name" field will populate with “DoD Create a Single User Account " and the "Parameters" form will open.
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· Enter parameters.
· Employee Number:   Enter the Employee Number for targeted Employee whose User Account needs to be created. 

· Account Start Date:  Enter the employee’s “Effective Start Date” for the account using the DD-MON-YYYY format.  Note:  Use Employee’s start date, (if known), if no date is entered, a default date will populate to a date 6 months earlier to the date the account is being created.
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· Click the OK button.

The "Submit Request" form will be opened with the supplied information.
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3.
Submit the report.

· On the "Submit Request" form, click the "Submit" button.

The "Requests" form is displayed with the request as in "Pending" phase.

· Click the "Refresh Data" button to refresh the status of the programs.  Continue to click on the "Refresh Data" button until the status changes to "Complete."

· Highlight the "Request ID" for the desired report and click the "View Log" button.

· The "Report Request ID" form will open and display your request.
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· Locate the Parameters section of the request.
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Parameters:  

· Employee Numbers: Displays the employee number entered in the request.

· Create New Username:  Displays the employee’s user name and provides an application generated password.

· Number of Records Processed: Displays the number of New Accounts processed.
· Number of Records Errored:  Displays the Number of Records that has Errored when the request was run. 
· Batch Run Number:  Displays the Batch (request) Run Number.
4.
Provide the employee with the Username and Password, or provide the employee with the Username and have the employee use the “Reset your Password” link.
For detailed information on how to Log into DMHRSi or detailed information how to reset your password, refer to Logging into DMHRSi[../FND@INS124SS] or Password Re-set[../FND@INS301MN].

5.
Close the forms.

· Click the "Oracle Application" icon in the upper left hand corner of the "Report" form and choose "Close" from the list.

· Click the "Oracle Application" icon in the upper left hand corner of the "Requests" form and choose "Close" from the list.

You will return to the main screen, Navigator.

6.
Exit the DMHRSi Application.

· Select File > Exit Oracle Applications from the menu.
End of activity.
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