Configuring Sun JRE (Native Plug-in) 
Scope

DMHRSi has two interfaces: a web-based model for Self Service and some Education and Training components, and an Oracle Forms-based model for Manpower, Personnel, Readiness, LCA and some Education and Training components.  Prior to August 25, 2007, DMHRSi super-users used JInitiator to access Forms-based applications.  This document describes the new method for supporting Forms in DMHRSi. 

To access Oracle Forms-based content in DMHRSi, end-users require the "Sun Java2 Standard Edition Java Runtime Engine" (JRE or J2SE).  This procedure covers installing or upgrading to the JRE.  In addition, it covers installing the certificates. 

This procedure does not cover installing or upgrading J-Initiator.  As of August 25, 2007, DMHRSi will no longer use the J-Initiator software.
For more information on JRE, refer to Metalink Note: 290807.1.
Policy

Any super user with access to DMHRSi must have the Sun JRE installed beginning August 25, 2007.  Version 1.5.0_12 is supported by the vendor.  However, the early adaptor program supported versions 1.5.0_7 or greater and other versions (1.5.0_10, 1.5.0_11, and 1.6.0) have been tested with DMHRSi without any issues. 
In order to use super-user capabilities with DMHRSi, you must have the following:
· Microsoft Windows XP or Microsoft Windows 2000. 

· Microsoft Internet Explorer 6.0 and higher or Mozilla Firefox 1.5 and higher.
Responsibility

The DMHRSi Deployment Team is responsible for ensuring the process is followed.

Distribution

DMHRSi Configuration Control Board

DMHRSi Project Office

DMHRSi Sub-Committee

Site Application Administrator*
Site Implementation Team Lead*
Tier 0 Help Desk*
Ownership

The DMHRSi Configuration Control Board is responsible for this document.  Changes to this document must follow the DMHRSi Configuration Management Process with final approval authority being the DMHRSi Configuration Control Board.
Activity Preface

This activity is performed whenever deploying DMHRSi to a new site or workstation.
The job title Implementer refers to the following:

· Site Application Administrator

· Site Implementation Team Lead
· Tier 0 Help Desk
Implementer
1.
Determine if the JRE Plug-in exists on your workstation.

· Launch Internet Explorer.

· From the menu, select “Tools” then “Internet Options.”
· Select the “Advanced” tab.

· Scroll down until you find “Java (Sun).”
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· Click the “Cancel” button to close the window.

If the Sun Java Console exists, then goto task #2. Otherwise, goto task #3.
2.
Determine the version of the JRE Plug-in.

· From the menu, select “Tools” then “Sun Java Console.”

· A window will appear with the version of the Java Plug-in on the first line.
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· Click the “Close” button to close the window.

If the Sun Java Console is NOT version 1.5.0_12 or greater, then goto task #3. Otherwise, goto task #9.
If downloading from the DMHRSi application, goto task #3. Otherwise, goto task #8.

3.
Install Sun Java Console.

Note:  This task can only be performed if you have administrative privileges to install new software.

· Launch Internet Explorer.

· Type the following in the URL https://dmhrsi.satx.disa.mil/
· Select “Application Logon Links.”
4.
Select “E-Business Home Page.”
The “TRICARE US Department of Defense Military Health System message, This Website has been Public Key Enabled”   selection page displays.  
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Select one of the appropriate methods of use to access the application.

If you have an active DoD Common Access Card, select: 

· Test CAC Access:   This will validate the use of CAC access to the application. You must have a valid PKI certificate, a trusted PKI Common Access (CA) certificates should be installed, and CAC middleware must be installed and configured properly on your work station (only applicable if you are using a DoD common access card).

If you do not have a DoD Common Access Card or if your card is not functioning properly, select:

· If you don’t have a CAC, click here:  If you do not have a CAC Card or if your CAC card is not working properly, you can still logon directly by using your Username and Password.

If validating your CAC card, goto task #5. Otherwise, goto task #6.  To bypass the CAC card, enter your Username and Password directly.

5.
Validate your CAC Card to access the application. 
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· Click the “Test CAC Access” button.

The “Choose a digital certificate” displays.
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· Select the appropriate certificate.

· Click the “OK” button.

The “Smart Card Enter PIN” form displays.  
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· Enter your PIN number in the “Enter PIN” field.

· Click the “OK” button.

Warning:  If your DoD CAC was not validated, click the back button on the browser to return to the CAC selection page to access the application using the “If you don’t have a CAC, click here” option.

Goto task #7.
6.
Bypass your CAC Card to access the application’s Username and Password.
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· Click the “If you don’t have a CAC, click here” link.

7.
Login the DMHRSi application.

The “DMHRSi Login” page displays.
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· Username:  Enter your DMHRSi Application Username.

· Password:  Enter your DMHRSi Application Password.

· Click the “Login” button.

The “Home” page displays.
· Enter your username and Password.

· Select any responsibility except for DMHRSi Employee or Manager Responsibility and function (Click on any form).
· Allow the plug-in to automatically install.

The “Security Warning” displays.
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· Click the “Yes” button.

The “J2SE Runtime Environment 5.0 Update 12 – License” displays.
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· Click the “Accept >” button.
The “J2SE Runtime Environment 5.0 Update 12 – Progress” displays.
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Allow the program to be installed.

The “J2SE Runtime Environment 5.0 Update 12 – Complete” displays.
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· Click the “Finish” button.

· Close Internet Explorer.
Goto task #9.

8.
Obtain the JRE from the RITPO website.

· Launch Internet Explorer.

· Type the following in the URL https://ritpo.satx.disa.mil/skyline/
Note:  If you do not have an account on the RITPO website, request one by going to https://ritpo.satx.disa.mil/main.asp and selecting the link “Request Restricted Access.”
· Enter your username and password and select the “login” button.
· Go to “Download Library” and “Human Resources Download Library.”

· Download the zip file named “JRE 1.5.0_12.zip” and save it on your local workstation.

· Extract the file j2se15012.exe from the zip file.

· Launch the executable.

The “Security Warning” displays.

[image: image13.png]Sea

[0p. ity Warning x|

Do you want 1o run this file?

Nome: Rse1S012eie
Putlcher. Sun Mictosystems. Inc.

Type: Appication

Fiom C:ADoctuments and Setinge\kwerneMy Documert

¥ Altays ask befre opening i e

potentily ham yous compudar Or un softwarsfom publshers

you st Whal

@ Whie fles o he It can be useh. s fe ype can
ek





· Click the “Run” button.

The “J2SE Runtime Environment 5.0 Update 12 – License” displays.
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· Click the “Accept >” button.

The “J2SE Runtime Environment 5.0 Update 12 – Progress” displays.
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Allow the program to be installed.

The “J2SE Runtime Environment 5.0 Update 12 – Complete” displays.
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· Click the “Finish” button.

· Close Internet Explorer.

9.
Install the newest SSL certificates into the Workstation’s browser.

· Double click on each certificate file (OBP.cer and jinitiator.cer) to begin the installation. Install them one at a time.

· You should see a window open with the information about the Certificate. Click the Install button.  If the program doesn’t start, click on the certificate file once with the Right mouse button and select Install from that menu.

· Accept all default prompts until you get to the Certificate Store prompt.

· Put the certificates into the Trusted Root Certificates Authorities store.

10.
Trust the Environment Certificate in Java.
· Launch the Internet Explorer.

· Type the following in the URL https://dmhrsi.satx.disa.mil/
· Select “Application Logon Links.”
· Select “E-Business Home Page.”
Note:  Repeat the steps to Validate or Bypass your CAC card.
· Enter your username and Password.

· Select any responsibility except for DMHRSi Employee or Manager Responsibility and function (Click on any form).
· At the “Security Information” window, select “Yes.”
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· At the “Warning – Security” window, select “Yes.”
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· At the “Security Information” window, select “Yes.”
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End of Activity.
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