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Naval Medical Logistics Command

Certification and Accreditation (C&A) Process Initial Technical Questionnaire DIACAP/Platform Information 
Technology Risk Assessment (PIT/PRA) 

The information provided below will be used to identify the technical characteristics, of an information technology 
(IT)-based system/device, such as data processing capabilities, current security posture, and level of compliance 
with the Information Assurance (IA) principles of Confidentiality, Integrity, Availability, and Non-Repudiation.  

SECTION 1 (Shall be submitted with proposal) 

System Identification

*System Name: 

*System Description: 

* C&A Status (if known): 

If the above system has already attained Certification & Accreditation, completion of the remainder of 
the C&A Initial Technical Questionnaire is NOT required.  

*Data Processing 
Capabilities: 

If none of the above functions is performed by the system/device described above, completion of the 
C&A Initial Technical Questionnaire is NOT required. 
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*Functional Description: 

*Operating System: 

*Primary Application: 

*Backward Compatibility: 
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*Database Engine: 

*Ports and Protocols: 

*Antimalware 

*Networking: 

*DNS Realm/Domain 
Integration 

*IPv6 capability: 
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*System Architecture Diagram (include all system components; devices, subsystems, ports, servers, 
routers, firewalls, and intrusion prevention/detection systems. 
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SECTION 2 (Shall be submitted within seven days of award) 

The section that follows contains a series of questions which require a high degree of familiarity with 
concepts and terminology used in both Information Assurance and Information Technology. Therefore 
completion of the remainder of the C&A Initial Technical Questionnaire by technical personnel is 
required.  Non-Applicable (N/A) responses to any of the items below require a brief explanation.   
You may provide additional pages containing Non-Applicable response justifications. 

How does the proposed system/device ensure Confidentiality?

How does the proposed system/device ensure Integrity?

How does the proposed system/device ensure Availability?

How does the proposed system/device ensure Non-Repudiation?
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How does the system/device protect Data at Rest?

How does the system/device protect Data in Transit?

Does the system require connectivity to the public internet?, if so describe its purpose 

Does the system provide a test environment? , if so describe
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Operating System Inventory 

Title Closed Source/ 
Open Source Ver. RTOS/ 

Embedded 
Virtualization 

Support 

Service 
Pack/Release 

Level

32/64-bit 
Capable 

IPv6 
Capable 

Primary Application

Distribution method of 
Service Packs/Releases: 

Distribution method of 
Upgrades: 

Distribution method of 
Updates/Fixes: 
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Licensing method: 

Network Addressing/Data 
Communication Protocols: 

Dependencies: 

Automation support: 

Embedded programming: 

User interface protection: 
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Other platforms supported: 

Mobile Code: 

OS separation: 

Instant Messaging: 

Personally Identifiable 
Information/Protected 
Health Information (PII/PHI): 
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Application Development Environment
Programming Language(s) Target Applications

Application Development Environment  - Browser based
Programming Language(s) Target Applications
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Server Hardware Inventory
Title Version Purpose Common Criteria Evaluation Status

Server Software Inventory
Title Version Purpose Common Criteria Evaluation Status
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Client Hardware Inventory
Asset Manufacturer Model Purpose

Client Software Inventory
Asset Manufacturer Model Purpose
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Server Firmware Inventory
Asset Manufacturer Version Access Control

Client Firmware Inventory
Asset Manufacturer Model Access Control
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Physical/Logical Topology Diagram with External Interfaces and Data Flow 
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Essential Services
Name Authentication Purpose

Essential Ports/Protocols (indicate whether port tunneling is used)
Port Protocol Data Service Source Destination Purpose
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Essential Processes
Name Object Purpose

File Systems – List all external interfaces that support file systems (USB, IEEE 1394, SD, SIM)
System Purpose Required?

Does the system employ Token Technology? [Non-re writable access and PIN devices], if so describe its
Purpose 
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Commercial Manufacturer Level of familiarity with Department of Defense (DoD) Information Assurance 
Regulations/Forms/Concepts

Highly 
familiar 

Somewhat 
familiar 

Unfamiliar

DoD 8500.1 Information Assurance
DoDI 8500.2 Information Assurance Implementation
DISA Security Technical Implementation Guide (STIG)
DISA Information Assurance Vulnerability Alert (IAVA)
DODI 8551.1 Ports, Protocols, and Services Management (PPSM)
DODD 8750.01 Information Assurance Workforce Improvement 
Program
DoD Notice of Consent Banner and User Agreement
DODI 8420.01 Commercial Wireless LAN Devices, Systems and 
Technologies
NIST FIPS 140-2 Security Requirements for Cryptographic Modules
Defense in Depth/Security Zones
Background Checks and Investigations

Commercial Manufacturer Level of familiarity with DoD Information Assurance Tools
Highly 

familiar
Somewhat 

familiar
Unfamiliar

DISA Gold Disk
Security Technical Implementation Guide
Security Readiness Review (SRR)
Retina
NMAP
App Detective
NESSUS
NTO Spider

Authentication: Does your system support the following Y/N
DoD Password complexity rules (case sensitive, 14-characters, lower, upper, numeric, 
alphabetic, and special characters)
Password History/Aging (90 days)
Operating System services that utilize anonymous access
Biometrics
Public Key Infrastructure (PKI) using X.509 certificates
Remote Access authentication
Multi-factor
Certificates/Tokens

Auditing: Does your system support the following: Y/N
Audit logs
Customizable audit levels
Retention settings for system logs
Audit logs protection from deletion
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Are audit trail events date/time stamped?
Can audit trail events include source/destination IP information?
Can audit trail events include protocols
Can audit trail events include User ID information?
Can audit trail events include changes to Administrator account information?

Firmware (FW) Y/N
Is the FW configuration password-protected?
Is there a FW master override provided by the vendor?

Antivirus/Antimalware
AV Position Paper (if available)
AV recommended best practices (if available)

Data at Rest (DAR)
DAR Encryption Position Paper (if available)
DAR Encryption products and versions validated
DAR Encryption recommended best practices
DAR Physical Protection 
DAR Removable Media
Backup Encryption supported algorithms
(3DES/AES/RC4/Other)

Data in Transit (DIT)
DIT Encryption Position Paper (if available)
DIT Encryption technologies and versions validated
DIT Encryption recommended best practices
DIT Physical Protection 
DIT Bandwidth requirements

Availability
Availability Position Paper (if available)
Availability products and versions validated
Availability recommended best practices (if available)

IPv6
IPv6 Position/Strategy Paper (if applicable)

Host-based Intrusion Detection/Prevention system (HIPS)
Strategy Paper (if available)
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Host Based Security System (HBSS)

Intrusion Detection/Prevention Systems. Describe processes likely to create false-positive alerts
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Network logical allocation and placement (does not apply to standalone systems)

System recovery/loss  (applies to laptops, tablets, and portables only)

System/Device Standards Conformance Statements (for example IHE, DICOM)
Conformance Statements - List all conformance statements associated with the system/device. Please 
provide proof of certification. For example, DICOM, IHE, MDS2.

Government/Industry Manufacturing Certifications (for example NIST FIPS, UL, FCC, TAA, TPM)
Certifications - List all Government and Industry certifications associated with the system. Please provide 
proof of certification. For example, FIPS-140-2, FDA 510K.
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System User Descriptions
Role Minimum Access Level

Security Assessments
Security Assessment Position Paper (if available)
Validated Security Assessment Tools

Recommended practices  (if available)

Wireless Y/N
State whether the system/device employs any form of wireless communication, either standards-based 
and/or proprietary to facilitate the transmission/reception of data between system components and/or 
other systems?
Does the system employ wireless communication?
Wireless Mode of Operation (ad hoc/infrastructure)

Wireless - IEEE 802.15 Bluetooth (Wireless Personal Area Networks – WPAN)
Frequency (GHz) Modulation Throughput (Mbps) Range (ft)

(indoor/outdoor)

Wireless - IEEE 802.15.4 Zigbee
Frequency (GHz) Modulation Throughput (Mbps) Range (ft) 

(indoor/outdoor)
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Wireless  - IEEE 802.11 (a/b/g/n)
Frequency (GHz) Modulation  

(FHSS/OFDM/DSSS/CCK)
Throughput (Mbps) Range (ft)

(indoor/outdoor)

Wireless  - Other - Ultra Wide Band (UWB), IEEE 802.16 WiMAX, IR/Microwave, Ultrasound, Radio
Frequency (GHz) Modulation  Throughput (Mbps) Range (ft)

(indoor/outdoor)

Other
Power Requirements (Voltage/Amps):
Weight (lbs.)
Physical Dimensions (H/W/D):
Environmental specifications:

Physical Safeguards Y/N
Does the system include a physical locking mechanism?
Does the system expose data interfaces, such as USB/IEEE 1394 which could be used to 
bypass the Operating System? 

Commercial Point of Contact (POC) Information – Product Manager (PM)
Name Phone E-Mail

Commercial Point of Contact (POC) Information – Application Engineer 
Name Phone E-Mail

Commercial Point of Contact (POC) Information – Network Engineer
Name Phone E-Mail

Commercial Point of Contact (POC) Information – Security Manager
Name Phone E-Mail
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Commercial Point of Contact (POC) Information – Vulnerability remediation
Name Phone E-Mail

Commercial Point of Contact (POC) Information –Incident Reporting
Name Phone E-Mail

Submitted By: ____________________________________                                   

Title: ___________________________________________ 

Signature: _______________________________________ Date: _____________________ 
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Naval Medical Logistics Command
Certification and Accreditation (C&A) Process Initial Technical Questionnaire DIACAP/Platform Information 
Technology Risk Assessment (PIT/PRA) 
The information provided below will be used to identify the technical characteristics, of an information technology 
(IT)-based system/device, such as data processing capabilities, current security posture, and level of compliance 
with the Information Assurance (IA) principles of Confidentiality, Integrity, Availability, and Non-Repudiation.  
SECTION 1 (Shall be submitted with proposal) 
System Identification
*System Name: 
*System Description: 
* C&A Status (if known): 
If the above system has already attained Certification & Accreditation, completion of the remainder of 
the C&A Initial Technical Questionnaire is 
NOT
 required.  
*Data Processing 
Capabilities: 
If none of the above functions is performed by the system/device described above, completion of the 
C&A Initial Technical Questionnaire is 
NOT
 required. 
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*Functional Description: 
*Operating System: 
*Primary Application: 
*Backward Compatibility: 
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*Database Engine: 
*Ports and Protocols: 
*Antimalware 
*Networking: 
*DNS Realm/Domain 
Integration 
*IPv6 capability: 
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*System Architecture Diagram (include all system components; devices, subsystems, ports, servers, 
routers, firewalls, and intrusion prevention/detection systems. 
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SECTION 2 (Shall be submitted within seven days of award) 
The section that follows contains a series of questions which require 
a 
high degree of familiarity
 with 
concepts and terminology used in both Information Assurance and Information Technology. Therefore 
completion of the remainder of the C&A Initial Technical Questionnaire by technical personnel is 
required.  Non-Applicable (N/A) responses to any of the items below require a brief explanation.   
You may provide additional pages containing Non-Applicable response justifications. 
How does the 
proposed 
syst
em
/device
ensure Confidentiality?
How does the 
proposed 
system
/device
ensure Integrity?
How does the 
proposed 
system
/device
ensure Availability?
How does the proposed system/device ensure Non
-
Repudiation?
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How does the system
/device
protect Data at Rest?
How does the system
/device
protect
Data in Transit
?
Does the system require connectivity to the public internet?
, if so describe its purpose 
Does the system provide a test environment? , if so describe
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Operating System Inventory 
Title 
Closed Source/ 
Open Source 
Ver. 
RTOS/ 
Embedded 
Virtualization 
Support 
Service 
Pack/Release 
Level
32/64-bit 
Capable 
IPv6 
Capable 
Primary 
Application
Distribution method of 
Service Packs/Releases: 
Distribution method of 
Upgrades: 
Distribution method of 
Updates/Fixes: 
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Licensing method: 
Network Addressing/Data 
Communication Protocols: 
Dependencies: 
Automation support: 
Embedded programming: 
User interface protection: 
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Other platforms supported: 
Mobile Code: 
OS separation: 
Instant Messaging: 
Personally Identifiable 
Information/Protected 
Health Information (PII/PHI): 
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Application Development Environment
Programming Language
(s)
Target Applications
Application Development Environment  
-
Browser based
Programming Language
(s)
Target Applications
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Server Hardware Inventory
Title
Ver
sion
Purpose
Common Criteria Evaluation Status
Server Software Inventory
Title
Version
Purpose
Common Criteria Evaluation Status
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Client Hardware Inventory
Asset
Manufacturer
Model
Purpose
Client Software Inventory
Asset
Manufacturer
Model
Purpose
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Server Firmware Inventory
Asset
Manufacturer
Version
Access Control
Client Firmware Inventory
Asset
Manufacturer
Model
Access Control
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Physical/Logical Topology Diagram with External Interfaces and Data Flow 
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Essential Services
Name
Authentication
Purpose
Essential Ports/Protocols (indicate 
whether 
port tunneling
is used)
Port
Protocol
Data Service
Source
Destination
Purpose
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Essential Processes
Name
Object
Purpose
File Systems 
–
List all external interfaces that 
support f
ile systems (USB, IEEE 1394, SD
, SIM)
System 
Purpose 
Required?
Does the system employ Token Technology? [Non
-
re writable access and PIN devices], if so describe its
Purpose 
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Commercial Manufacturer Level of familiarity with 
Department of Defense (DoD) 
Information Assur
ance 
Regulations/Forms/Concepts
Highly 
familiar 
Somewhat 
familiar 
Unfamiliar
DoD 8500.1 Information Assurance
DoDI 8500.2 Information Assurance 
Implementation
DISA Security Technical Implementation Guide (STIG)
DISA Information Assurance Vulnerability Alert (IAVA)
DODI 8551.1 Ports, Protocols, and Services Management (PPSM)
DODD 8750.01 Information Assurance Workforce Improvement 
Program
DoD Notice of Consent Banner and User Agreement
DODI 8420.01 Commercial Wireless LAN Devices, Systems and 
Technologies
NIST FIPS 140
-
2 Security Requirements for Cryptographic Modules
Defense in Depth/Security Zones
Background 
Checks and Investigations
Commercial Manufacturer Level of familiarity with 
DoD Information Assurance Tools
Highly 
familiar
Somewhat 
familiar
Unfamiliar
DISA Gold Disk
Security Technical Implementation Guide
Security Readiness Review (SRR)
Retina
NMAP
App Detective
NESSUS
NTO Spider
Authentication: Does yo
ur system support the following
Y/N
DoD 
Password complexity 
rules 
(case sensitive, 14
-
characters, lower, upper
,
n
umeric, 
alphabetic, and special characters)
Password 
History/
Aging
(90 days)
Operating System services
that 
utilize 
anonymous access
Biometrics
Public Key Infrastructure (PKI) 
using X.509 certificates
Remote Access authentication
Multi
-
factor
Certificates
/Tokens
Auditing: Does your 
system support the following:
Y/N
Audit logs
Customizable audit levels
Retention 
settings
for system logs
Audit logs protection from deletion
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Are audit trail events date/time stamped?
Can audit trail events include source
/
destination 
IP 
information?
Can audit trail events include 
protocols
Can audit trail events include User ID information?
Can audit trail events include changes to Administrator account information?
Firmware
(FW)
Y/N
Is the FW configuration password
-
protected?
Is there a FW master override provided by the vendor?
Antivirus
/Antimalware
AV Position Paper
(if available)
AV 
recommended best practices
(if available)
Data at Rest 
(DAR)
DAR 
Encryption 
Position Paper
(if available)
DAR 
Encryption 
products 
and versions validated
DAR 
Encryption 
recommended best practices
DAR Physical Protection 
DAR Removable Media
Backup Encryption 
supported algorithms
(3DES/AES/
RC4/Other)
Data in Transit
(DIT)
DIT Encryption Position Paper
(if available)
DIT 
Encryption technologies and versions validated
DIT Encryption recommended best practices
DIT Physical Protection 
DIT Bandwidth requirements
Availability
Availability Position Paper
(if available)
Availability products and versions validated
Availability
recommended best practices
(if available)
IPv6
IPv6 Position
/Strategy
Paper
(if a
pplicable
)
Host
-
based Intrusion Detection/Prevention system (HIPS)
Strategy Paper (if available)
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Host Based 
Security System 
(H
BSS
)
Intrusion
Detection/Prevention Systems. Describe processes likely to crea
te false
-
positive alerts
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Network logical allocation and placement (does not apply to standalone systems)
System recovery/loss  (applies to laptops, tablets, and portables only)
System/Device 
Standards Conformance Statements (for example IHE, DICOM)
Conformance Statements 
-
List all conformance statements associated with the system/device. Please 
provide proof of certification. For example, DICOM
, IHE
, MDS2.
Gov
ernment
/
Industry 
Manufacturing 
Certifications
(for example 
NIST FIPS, 
UL, 
FCC
, TAA
, TPM
)
Certifications 
-
List all Government and Industry certifications associated with the system. Please provide 
proof of certification. For example, FIPS
-
140
-
2, 
FDA 510K.
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System User Descriptions
Role
Minimum 
Access
Level
Security Assessments
Security Assessment Position Paper (if available)
Validated Security Assessment Tools
Recommended practices  (if 
available)
Wireless 
Y/N
State whether the system/device employs any form of wireless communication, either standards
-
based 
and/or proprietary to facilitate the transmission/reception of data between system components and/or 
other systems?
Does the
system employ wireless communication?
Wireless Mode of Operation (ad hoc/infra
structure)
Wireless 
-
IEEE 802.15 Bluetooth (Wireless Personal Area Networks 
–
WPAN)
Frequency (GHz)
Modulation
Throughput (Mbps)
Range (ft)
(indoor/outdoor)
Wireless 
-
IEEE 802.15.4 Zigbee
Frequency (GHz)
Modulation 
Throughput (Mbps)
Range (ft) 
(indoor/outdoor)
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Wireless  
-
IEEE 802.11 (a/b/g/n)
Frequency (GHz)
Modulation  
(FHSS/OFDM/DSSS/CCK)
Throughput (Mbps)
Range (ft)
(indoor/outdoor)
Wireless  
-
Other 
-
Ultra Wide Band (UWB),
IEEE 802.16 WiMAX, 
IR/Microwave, Ultrasound, Radio
Frequency (GHz)
Modulation  
Throughput (Mbps)
Range (ft)
(indoor/outdoor)
Other
Power Requirements 
(Voltage/Amps)
:
Weight
(lbs.)
Physical Dimensions (H/W/D)
:
Environmental specifications:
Physical Safeguards
Y/N
Does the system include a physical locking mechanism?
Does the system expose data interfaces, such as USB/IEEE 1394 which could be used to 
bypass the Operating System? 
Commercial Point of Contact (POC) Information
–
Product
Manager (PM)
Name
Phone
E
-
Mail
Commercial Point of Contact (POC) Information 
–
Application Engineer 
Name
Phone
E
-
Mail
Commercial Point of Contact (POC) Information 
–
Network Engineer
Name
Phone
E
-
Mail
Commercial Point of Contact (POC) Information 
–
Security 
Manager
Name
Phone
E
-
Mail
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Commercial Point of Contact (POC) Information 
–
Vulnerability remediation
Name
Phone
E
-
Mail
Commercial Point of Contact (POC) Information 
–
Incident Reporting
Name
Phone
E
-
Mail
Submitted By: ____________________________________                                   
Title: ___________________________________________ 
Signature: _______________________________________ 
Date: _____________________ 
	Provide the naming convention for the system and acronym (if applicable): 
	Provide a brief high level description of the system architecture: 
	State whether the system has been or is currently undergoing the Department of Defense (DoD) Certification & Accreditation Process (DIACAP/PIT/PRA): 
	Receive Data: Off
	Process Data: Off
	Store Data: Off
	Route Data: Off
	Display Data: Off
	DataProcessingCapabilities: ReceiveProcessStoreRouteDisplay
	Provide a detailed description of the system based on actual capabilities as presently implemented. Include functions that the system should perform, desired interfaces and capabilities associated with the same. Include type of information being processed. Describe core processing, subsystems, internal and external connections. Describe the system in terms of the acquisition, processing, storing, routing, and presentation of data.: 
	List all instances of Operating Systems used throughout the system, including closed source operating systems, open source operating systems, and real-time/embedded operating systems, including customized versions of the same. State whether each instance is either physical or virtual; include Service Pack/Release level, and 32/64-bit support). For example, Microsoft Windows 2008 Server R2,  Service Pack 1.: 
	Provide primary software application title, version, and service release (if applicable). List all add-ons required by the primary software application, if any, such as Virtual Machines (VM), and application software frameworks. For example, ACME Inc. Medical Instrumentation Management System (MIMS) version 3.10 Service Release 2 utilizing Microsoft .NET 3.5 framework.: 
	Describe in detail to what level, does the proposed system support the operation, interfacing, and exchange of information with regards to previous versions/releases of the same system. : 
	List all instances of database engines including Relational Database Management Systems (RDBMS), and/or flat file based. Include database title, version, and Service Pack/Release (if applicable). For example, Microsoft SQL Server 2005 Service Pack 2. Describe database authentication method, for example; SQL authentication/Active Directory Integrated authentication, or Mixed Mode authentication.: 
	List all ports, protocols, and services used throughout the system. Include for each Port Number, Data Service, Protocol, Purpose, Source and Destination. State whether ports are manually configurable or hard coded. For example, Remote Desktop (RDP) TCP/UDP 3389.: 
	Antimalware (AM) – List all instances of Antimalware applications supported by the system. For example, Symantec Endpoint Protection version 1.0: 
	Networking – Describe the method of communication employed by the system. Provide details of the communication media (wired, wireless). For example, Wireless Ethernet 802.11n.: 
	If the proposed medical system, per design specifications, requires the exchange of data using the TCP/IP protocol, can the system integrate with a DNS Realm/Domain using the LDAP protocol? State whether all or some instances of IP addressable hosts can support this integration. For example; Application Server integrates with Microsoft Active Directory. : 
	Describe whether the Operating System and/or Primary Application can operate in an IPv6 networking environment. If system is currently IPv6 capable, provide letter of compliance. If the system will be IPv6 capable in the future, provide letter of commitment to upgrade including milestones (from the company’s Vice President or equivalent).: 
	System architecture diagram. Provide a detailed technical diagram which depicts the complete system. Make sure all subsystems, devices, and internal/external interfaces are clearly defined.: 
	Describe how the system/device ensures that information is not disclosed to unauthorized individuals, processes, systems, or devices.: 
	Describe how the system/device ensures the logical correctness and reliability of the operating system; the logical completeness of the hardware and software implementing the protection mechanisms and the consistency of the data structures and occurrence of stored data. Describe the mechanism to protect against unauthorized modification or destruction of information.: 
	Describe how the system ensures the timely and reliable access to data and information services for authorized users.: 
	Describe the mechanism by which the system provides assurance that the sender of data (subject/object) is provided with proof of delivery and the recipient (subject/object) is provided with proof of the sender's identity.: 
	Describe how the system/device protects Data at Rest (DAR), for example encryption.: 
	Describe how the system/device protects Data in Transit (DIT), for example encryption.: 
	State whether the system requires connectivity to the public Internet per technical specifications. If so, describe its purpose, frequency, and connectivity requirements.: 
	Describe whether the system includes a dedicated test environment as part of its implementation. If so, provide technical specifications. For example - a dedicated virtual server to conduct software update/patch testing and validation.: 
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