OTHER CONTRACTING REQUIREMENTS

Naval Medical Logistics Command (NMLC) will determine whether proposals meet Navy Information Assurance (IA) requirements to include the Department of Defense Information Assurance Certification and Accreditation Process (DIACAP), Public Key Infrastructure (PKI) and Common Access Card (CAC) authentication compliance.  The DIACAP artifacts required prior to installation include the System Identification Profile (SIP), DIACAP Implementation Plan (DIP), Plan of Actions and Milestones (POA&M) and Risk Analysis.  These documents shall be delivered to NMLC, Code 03, Imaging Informatics Division for review and processing.

Navy Platform IT (PIT) Designation

 All DON information systems as defined in Department of Defense Directive (DoDD) 8500.1 shall be certified and accredited (C&A) for operation.  The C&A process, (DIACAP) is applicable to all DON-owned or controlled information systems that receive, process, store, display or transmit Department of Defense (DoD) information, regardless of Mission Assurance Category (MAC) classification or sensitivity, except, per DoDD 8500.1 Paragraph 2.3; IT that is considered PIT. Certain medical technologies may be designated as PIT by the Navy Operational Designated Accrediting Authority (ODAA); however the PIT designation itself does not constitute an Approval to Operate (ATO). The PIT system will require a PIT Risk Assessment (PRA).  The DIACAP SIP, DIP, POA&M and Risk Analysis documents are required in order to obtain a PRA.  In addition to these documents, vendors will be required to scan the PIT system for vulnerabilities prior to connection to the DON network.

· According to DoDD 8500.1, Paragraph E2.1.16.4; PIT refers to computer resources, both hardware and software, that are physically part of, dedicated to, or essential in real time to the mission performance of special-purpose systems.  Medical technologies, and specifically medical imaging and monitoring systems are considered special-purpose mission technologies according to this definition. 

· The PIT designation issued by the ODAA may be used by the Program Manager (PM) to obtain a PRA in order to prove compliance with C&A requirements, but is cautioned that the appropriate IA controls must still be built into the IT to comply with acquisition requirements. The contractor shall work with Navy Program Managers to ensure their systems meet these requirements.

· The Contractor will be required to propose an acceptable approach to selecting IA controls starting from the baseline set on DoD Instruction 8500.2 B, commensurate with the system’s Mission Assurance Category (MAC) and Confidentiality Level. 

· The Contractor shall support Navy IA representatives in creation of the PIT designation request packages to include all relevant configuration, software and IA data.  The following documents will assist in creating the PIT designation request package;
· Digital Imaging and Communications in Medicine (DICOM) Conformance Statement (if applicable)
· Food and Drug Administration (FDA) Certification (510k)
· Integrating the Healthcare Enterprise (IHE) Integration Statement
· International Organization for Standardization (ISO) Statement (if applicable)
· Manufacturer Disclosure Statement for Medical Device Security (MDS2)


DIACAP

For those systems that do not meet the requirements for designation as PIT, the contractor shall comply with DIACAP requirements as specified by the DoD that meet appropriate DoD and Navy IA requirements.  The contractor shall initiate the process by providing the required documentation necessary to receive an ATO.  The contractor shall make their device or system delivered against this contract, available for Security Test and Evaluation (ST&E) and initiate the process well in advance of a contract delivery order.  The requirements shall be met before the contractor's system is authorized to access DoD data or interconnect with any DoD network that receives, processes, stores, displays or transmits DoD data.  An ATO or PRA, at a minimum, will be required before a device or system is installed.  The contractor shall ensure the proper contractor support staff is available to participate in all phases of the DIACAP process.  They include but are not limited to;

· Completing and maintaining all documentation necessary to obtain an ATO or PRA.

· Attending and supporting DIACAP and C&A meetings with Navy IA representatives.

· Supporting/conducting the vulnerability mitigation process to comply with IA controls listed in DoD Instruction 8500.2.

· Supporting the C&A Team during system security testing.

· Contractors must confirm that their systems are locked down prior to initiating C&A testing.


Navy Business to Business (B2B) Gateway

 All contractor systems that will communicate with Department of the Navy (DON) systems will interconnect through the established Military Health System (MHS) Business to Business (B2B) gateway. For all Web applications, contractors will connect to the DISA-established Web DMZ.

· Contractors will connect to the B2B gateway via a contractor procured Internet Service Provider (ISP) connection and assume all responsibilities for establishing and maintaining their connectivity to the B2B gateway. This will include acquiring and maintaining the circuit to the B2B gateway and acquiring a FIPS-140-2 Virtual Private Network (VPN)/Firewall device compatible with the MHS VPN device.  Maintenance and repair of contractor procured VPN equipment shall be the responsibility of the contractor. 

· Contractors shall configure their network to support access to government systems (e.g., configure ports and protocols for access).

· Contractors shall provide full time connections to a TIER1 or TIER2 ISP. Dial-up ISP connections are not acceptable.

· Contractors will comply with DoD guidance regarding allowable ports, protocols and risk mitigation strategies

Prior to accessing DON networks, all contractors will be required to complete a DISA Form 2875 System Authorization Access Request form (SAAR) and submit it to NMLC, Code 03, Imaging Informatics Division for processing. The contractor will be required to complete applicable DoD IA training.


Ports Protocols and Services

Vendors shall follow all current DoD and Defense Information Systems Agency (DISA) standards and requirements for acceptable Ports, Protocols, and Services.  Any requests for exception to using the current DISA Ports, Protocols, and Services standards requires an request for exception sent through the Program Manager to the DAA.  

IPv6

The proposed system shall be Internet Protocol version 6 (IPv6) capable or the vendor must provide a detailed project, migration or planning documentation to show when the proposed system shall be IPv6 capable. 

Minimum IPv6 capabilities include:

· Conformant with the IPv6 standards profile contained in the DoD IT Standards Registry (DISR); 
· Maintaining interoperability in heterogeneous environments with IPv4; 
· Commitment to upgrade as the IPv6 standard evolves; 
· Availability of vendor IPv6 technical support.

The vendor must be able to demonstrate or provide documentation to prove that their product is IPv6 capable.  IPv6 'capable' is defined as having the capability of receiving, processing and forwarding IPv6 packets and/or interfacing with other IPv6 capable systems/devices and in a manner similar to IPv4.  In order to demonstrate IPv6 compliance, the vendor should submit the following documentation:

· Provide a diagram showing IPv6 core configuration, to include IPv6 addressing, internal network connectivity and topology, external network connectivity, and IPv6 traffic flow; 
· Submit a list of core components to include vendor/manufacturer IPv6 compliance; 
· Submit a report that illustrates testing of IPv6 compliance, to include test scripting, logs and results.


Personnel Security and User Access Control

Because of the unique circumstances presented by DoD and DON networks, personnel security requirements shall be followed to ensure appropriate precautions are taken prior to allowing vendor personnel access to the network.  Any vendor personnel that will be accessing the medical device/system while installed on the hospital network will be required to have a National Agency Check (NAC) completed.  Typically, this requires an investigation to support a “Public Trust Position” and requires the person(s) to complete and submit a Standard Form 85P (SF85P), Questionnaire for Public Trust Positions, via the Electronic Personnel Security Questionnaire (EPSQ).  Questions relating to SF85Ps and the EPSQ process may be directed to 1-888-282-7682 or online at http://www.dss.mil/index.htm. Contractor personnel accessing equipment connected to the hospital network will be required to complete a System Authorization Access Request-Navy (SAAR-N) (form OPNAV 5239/14). Copies of this form can be obtained from the Navy PACS Office.  Additionally, contractor personnel are required to complete the annual DoD IA training requirements.

The Commander, Joint Task Force-Global Network Operations (JTF-GNO) has mandated the implementation of Public Key Infrastructure (PKI) across the DoD on all unclassified servers.  These servers must be configured to only trust DoD authorized Certificate Authorities.  PK-enabled systems may be configured to accept External Certificate Authorities (ECA), but only in cases where the Information Assurance Manager (IAM) has coordinated with the Bureau of Medicine and Surgery (BUMED) Chief Information Officer (CIO).  The trusting of ECA certificates and associated access control techniques must be documented. This requirement is applicable to medical devices that are installed on DoD networks.  Vendors must indicate their willingness and ability to meet this requirement. The DoD has also mandated two factor authentication for access to information systems.  This is most commonly accomplished by using a DoD issued Common Access Card (CAC).  CAC authentication is mandated by Computer Tasking Orders (CTO’s) for any PC connected to the Navy Network.

Access to the medical devices will be limited to authorized users as determined by local policy.  Vendors whose systems do not yet meet the requirement for CAC authentication must indicate their willingness to do so, and offer a timeline for compliance.  

Complete administrative system rights shall be provided to the government System Administrator for the purpose of conducting device vulnerability scans as needed.

Information Assurance Vulnerability Management (IAVM) Program

The IAVM Program is focused on maintaining a secure platform as new vulnerabilities and exploits are discovered and released through various software developers and security agencies.  The core requirements of a successful IAVM Program include a documented process for the testing, implementation and reporting of mitigations for Information Assurance Vulnerability Alerts (IAVAs), Information Assurance Vulnerability Bulletins (IAVBs)) and Computer Tasking Orders (CTO) .  The DoD releases IAVAs and IAVBs for local action on the various platforms across the enterprise network.  Each Navy Military Treatment Facility (MTF) is responsible for managing their local network.  Most DoD IAVAs/IAVBs originate from a real world event such as a patch release or vulnerability notification from a software vendor (e.g. Windows or Oracle patch release), or an alert released from the US Cyber Command (USCYBERCOM).  CTOs vary greatly from an IAVA/B in that they are typically not a simple patch but instead a systematic change in the DoD's IA Security Posture (e.g. Host Based Security System (HBSS), Information Operations Condition (INFOCON) 3, PKI Phase 2, etc.) and often require configuration changes (e.g. CAC authentication) or loading of additional software (e.g. HBSS).To have an effective IAVM Program, vendors must be proactive in monitoring emerging threats.  Some recommended sources for IAVM Program support are:

· General Vulnerability alerts and tasking, all platforms: https://www.cybercom.mil/J3/IAVM/default.aspx
· Navy Cyber Defense Operations Command (NCDOC):  https://www.ncdoc.navy.mil/ 
· Navy Online Compliance Reporting System:  https://www.iava.navy.mil/   

To support the IAVM Program, the contractor shall provide a primary and secondary point of contact for compliance actions.  The point of contact shall provide, upon receipt of a vulnerability message, an acknowledgement of that receipt.  The vendor shall thoroughly test all mitigations for the vulnerability, and upon applying the mitigation to the system, report compliance.  Receipt and compliance messages shall occur within the stipulated time window, as stated in the vulnerability message or other official notification.  

Contractors are required to meet these requirements and shall have a documented process to demonstrate organizational security throughout the medical system/device lifecycle.  The processes shall clearly demonstrate security’s role in the product development phase, and the processes the vendor employs to react to vulnerabilities, validate required patches, communicate status and required actions to their customers, and the follow up service support to address patch implementation.

The contractor shall acknowledge that in order to ensure compliance with security requirements, medical systems/devices will be subject to automated security scans and penetration tests.  If the contractor feels that these scans will adversely affect system performance or become potentially unsafe for use on patients, they must state so in writing.  Contractors shall also provide other documentation supporting their claim.
Business Associate Agreement

In accordance with DoD 6025.18-R “Department of Defense Health Information Privacy Regulation” the Contractor meets the definition of Business Associate. Therefore, a Business Associate Agreement is required to comply with both the Health Insurance Portability and Accountability Act (HIPAA) Privacy and Security regulations. This clause serves as that agreement whereby the Contractor agrees to abide by all applicable HIPAA Privacy and Security requirements regarding health information as defined in this clause, and DoD 6025.18-R and DoD 8580.02-R, as amended. Additional requirements will be addressed when implemented.

	(a) Definitions. As used in this clause generally refer to the Code of Federal Regulations (CFR) definition unless a more specific provision exists in DODI 6025.18-R.

	Individual has the same meaning as the term ``individual'' in 45 CFR 164.501 and 164.103 and shall include a person who qualifies as a personal representative in accordance with 45 CFR 164.502(g).

	Privacy Rule means the Standards for Privacy of Individually Identifiable Health Information at 45 CFR part 160 and part 164, subparts A and E.

	Protected Health Information has the same meaning as the term ``protected health information'' in 45 CFR 164.501, limited to the information created or received by The Contractor from or on behalf of The Government.

	Electronic Protected Health Information has the same meaning as the term “electronic protected health information” in 45 CFR 160.103.

	Required by Law has the same meaning as the term ``required by law'' in 45 CFR 164.501 and 164.103.

	Secretary means the Secretary of the Department of Health and Human Services or his/her designee.

	Security Rule means the Health Insurance Reform: Security Standards at 45 CFR part 160, 162 and part 164, subpart C.

       Terms used, but not otherwise defined, in this Clause shall have the same meaning as those terms in 45 CFR 160.103, 164.501 and 164.304.

	(b) The Contractor shall not use or further disclose Protected Health Information other than as permitted or required by the Contract or as Required by Law.

	(c) The Contractor shall use appropriate safeguards to prevent use or disclosure of the Protected Health Information other than as provided for by this Contract.

	(d) The Contractor shall use administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits in the execution of this Contract.

	(e) The Contractor shall mitigate, to the extent practicable, any harmful effect that is known to the Contractor of a use or disclosure of Protected Health Information by the Contractor in violation of the requirements of this Contract.

	(f) The Contractor shall report to the Government any security incident involving protected health information of which it becomes aware.

	(g) The Contractor shall report to the Government any use or disclosure of the Protected Health Information not provided for by this Contract of which the Contractor becomes aware of.

	(h) The Contractor shall ensure that any agent, including a subcontractor, to whom it provides Protected Health Information received from, or created or received by the Contractor on behalf of the Government agrees to the same restrictions and conditions that apply through this Contract to the Contractor with respect to such information.

	(i) The Contractor shall ensure that any agent, including a subcontractor, to whom it provides electronic Protected Health Information, agrees to implement reasonable and appropriate safeguards to protect it.

	(j) The Contractor shall provide access, at the request of the Government, and in the time and manner designated by the Government to Protected Health Information in a Designated Record Set, to the Government or, as directed by the Government, to an Individual in order to meet the requirements under 45 CFR 164.524.

	(k) The Contractor shall make any amendment(s) to Protected Health Information in a Designated Record Set that the Government directs or agrees to pursuant to 45 CFR 164.526 at the request of the Government or an Individual, and in the time and manner designated by the Government.

	(l) The Contractor shall make internal practices, books, and records relating to the use and disclosure of Protected Health Information received from, or created or received by the Contractor on behalf of, the Government, available to the Government, or at the request of the Government to the Secretary, in a time and manner designated by the Government or the Secretary, for purposes of the Secretary determining the Government’s compliance with the Privacy Rule.

	(m) The Contractor shall document such disclosures of Protected Health Information and information related to such disclosures as would be required for the Government to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528.

	(n) The Contractor shall provide to the Government or an Individual, in time and manner designated by the Government, information collected in accordance with this Clause of the Contract, to permit the Government to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528.

General Use and Disclosure Provisions

       Except as otherwise limited in this Clause, the Contractor may use or disclose Protected Health Information on behalf of, or to provide services to, the Government for treatment, payment, or healthcare operations purposes, in accordance with the specific use and disclosure provisions below, if such use or disclosure of Protected Health Information would not violate the Privacy Rule, the Security Rule, DoD 6025.18-R or DoD 8580.02-R if done by the Government.

Specific Use and Disclosure Provisions

	(a) Except as otherwise limited in this Clause, the Contractor may use Protected Health Information for the proper management and administration of the Contractor or to carry out the legal responsibilities of the Contractor.

	(b) Except as otherwise limited in this Clause, the Contractor may disclose Protected Health Information for the proper management and administration of the Contractor, provided that disclosures are required by law, or the Contractor obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as required by law or for the purpose for which it was disclosed to the person, and the person notifies the Contractor of any instances of which it is aware in which the confidentiality of the information has been breached.

	(c) Except as otherwise limited in this Clause, the Contractor may use Protected Health Information to provide Data Aggregation services to the Government as permitted by 45 CFR 164.504(e)(2)(i)(B).

	(d) Contractor may use Protected Health Information to report violations of law to appropriate Federal and State authorities, consistent with 45 CFR 164.502(j)(1).

Obligations of the Government

       Provisions for the Government to Inform the Contractor of Privacy Practices and Restrictions

	(a) Upon request the Government shall provide the Contractor with the notice of privacy practices that the Government produces in accordance with 45 CFR 164.520, as well as any changes to such notice.

	(b) The Government shall provide the Contractor with any changes in, or revocation of, permission by Individual to use or disclose Protected Health Information, if such changes affect the Contractor's permitted or required uses and disclosures.

	(c) The Government shall notify the Contractor of any restriction to the use or disclosure of Protected Health Information that the Government has agreed to in accordance with 45 CFR 164.522.


Permissible Requests by the Government


       The Government shall not request the Contractor to use or disclose Protected Health Information in any manner that would not be permissible under the Privacy Rule, Security Rule, or other statute if done by the Government, except for providing Data Aggregation services to the Government and for management and administrative activities of the Contractor as otherwise permitted by this clause.

Termination

	(a) Termination. A breach by the Contractor of this clause, may subject the Contractor to termination under any applicable default or termination provision of this Contract.

	(b) Effect of Termination.

		(1) If this contract has records management requirements, the records subject to the Clause should be handled in accordance with the records management requirements. If this contract does not have records management requirements, the records should be handled in accordance with paragraphs (2) and (3) below

		(2) If this contract does not have records management requirements, except as provided in paragraph (3) of this section, upon termination of this Contract, for any reason, the Contractor shall return or destroy all Protected Health Information received from the Government, or created or received by the Contractor on behalf of the Government. This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of the Contractor. The Contractor shall retain no copies of the Protected Health Information.

		(3) If this contract does not have records management provisions and the Contractor determines that returning or destroying the Protected Health Information is infeasible, the Contractor shall provide to the Government notification of the conditions that make return or destruction infeasible. Upon mutual agreement of the Government and the Contractor that return or destruction of Protected Health Information is infeasible, the Contractor shall extend the protections of this Contract to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as the Contractor maintains such Protected Health Information.

Miscellaneous

	(a) Regulatory References. A reference in this Clause to a section in DoD 6025.18-R, DoD 8580.02-R, Privacy Rule or Security Rule means the section as in effect or as amended, and for which compliance is required. This includes amendments specified in the Health Information Technology for Economic and Clinical Health (HITECH) Act, enacted as title XIII of division A and title IV of division B of the American Recovery and Reinvestment Act of 2009 (ARRA). Subtitle D of the HITECH Act addresses the privacy and security concerns associated with the electronic transmission of health information.



	(b) Survival. The respective rights and obligations of Business Associate under the ``Effect of Termination'' provision of this Clause shall survive the termination of this Contract.  

	(c) Interpretation. Any ambiguity in this Clause shall be resolved in favor of a meaning that permits the Government to comply with DoD 6025.18-R, DoD 8580.02-R, Privacy Rule or Security Rule
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