HOW TO SELF REGISTER ON MHS LEARN

To Self Register:

1. Open MHS Learning Portal at https://mhslearn.csd.disa.mil.

2. Select MHS Staff Training tab from the Military Health System Learning Portal Home page.
3. Click ‘LOGIN'.
4. Select ‘Click here to register’ link.

Login to MHS Learn

Check Browser Compatibility

Username: | |

Exarmple: John.Smith 6723

Password: | |

/
Click here to register
I |

Forget Username?
Forgot Password?

Figure 17 — Self Register Window — Click here to register

MHS Learn requires the learner to enter their complete SSN. The SSN is used to verify and match the MHS
Learn account with the Defense Medical Human Resource System — internet (DMHRSI) account. The SSN is
encrypted during this process and will never be listed on any reports. All MHS Learn application data is
secured behind the Defense Information Systems Agency (DISA) firewall.

5. Enter SSN in the SSN and Confirm SSN fields. Click ‘Next’.

Carfirm SSN

If you are an International user and do not hawe a SSM, dick here.

Figure 18 — Secure SSN Entry — SSN and Confirm SSN


https://mhslearn.csd.disa.mil/

**PLEASE NOTE If MHS Learn recognizes the SSN, the learner will receive the following
message:

“MHS Learn recognizes this entry as a registered user. Please go back to the main login page and
login using your username and password. If you have forgotten your password, please select the
Forgot Password link on the Login Page to reset your password.”

6. Click ‘Cancel’ to return to the MHS Learn Home page and login.

S8 Register

SSM Verfication
MHS Leamm receguires this entry as a registesed user. Pleass go back to the main login page and legin using yses 2= 4. M you hawve Yo p zad, please
select the Forges Passwaed link sm the Lsgin Page to reset your password.

If you are an International user and do eot hawe a SSM, dick here.

Figure 19 — SSN Verification — Learner Recognized

***|If MHS Learn does not recognize the SSN, the learner will receive the following message:

“We were unable to verify the SSN entered to DMHRSI information. If you have entered your SSN
correctly, please click Next to continue with self registration. If you are not sure you entered correctly,
please click “Try Again”.

7. To proceed with self registration, click ‘Next’.

Self Registes

SSM Verification
We were maable te verily the SSH eatesed to HMHERSE mfsamation. IF yew bave entered your SSN cenectly. please click Rextt ts continue with sel regisnasien. M you are oef sme yom entesed
carrectly. please click Ty Agaim™

SEN sraaaerrees

Confirm SEN - s

|, Try Again )}

If you are an Intematsonal user and do not have a 55N, dick here.

Figure 20 — SSN Verification — Learner Not Recognized
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8. Secure Self Registration window opens.
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Figure 21 — Secure Self Registration Form

9. Enter First Name in the First Name field.
Note: An * (asterisk) indicates a required field.
10. Enter Middle Name in the Middle Name field.

11. Enter Last Name in the Last Name field.

12. Enter your work Email address in Email field. *Note: This should be a .mil email address



Secure Self Registration

Secure SaFRegetration alows you 1o quickly create your awn user account and get your MHS fraining. To sel reqister, please fully and accurately complete he form bedow. Click Mext 1o recewe your
confimation, and then chck Submit to complete your registration. The nexd time you login, use the LUsemame and your Passwond 1o login s a Registened User. You may be asked bo change your passwond
whan you lagin the next time.

* Indicates Required Fizld

Site  MHS.LEARN
* First Mame | S
Middle Mame
* LastMame | Dent

* Emal | sdeni@us amvymil

Check here § you are an Infermationsl User

* Telephone
Figure 22 — Secure Self Registration — Name and Email

13. Enter a Telephone number in the Telephone field.
14. Enter a DSN number, if applicable, in DSN field.
15. Select Birth Month from the Birth Month drop down list.

16. Enter SSN in the SSN field.

LY =2 I = - T N W = T 2= 1]

* Telephone | B55-555-55RA
DSM (123.4567)
* Birth Month | 06-Jun

#SEN [ so-0e-xxx)

* Foreign Mational 1D

Figure 23 — Secure Self Registration — Telephone, Birth Month, and SSN

17. Select a Service or Agency from the Service or Agency drop down list.

* SN [ HHH-KH-HHHE)

* Foraign National ID

* Sarce or Agency

* MTFY Location’ Unit & &

* Dty Status

Figure 24 — Secure Self Registration — Service or Agency

18. Click * & (Search) icon to search for MTF\Location\Unit.

* Fargign Mational ID
* Service or Agency  Army - A
* MTFY Location’, Unit J &

* Duty Status

Figure 25 — Secure Self Registration — MTF\Location\Unit



19. Select desired MTF Location and click ‘Ok’.

/" https://mhslearn. csd. disa.im

choice.

=10l x||

Ba) (B I & [Tl Advanced Options

Choose the appropriate selection from the list. If necessary, click on the E sign to
expand and see additional sub-menu selections. After highlighting your selection,
scroll down to the bottomn of this window and click the [ Ok ) button to complete your

o E&HipAA Job Domain
o B army

o ERnavy

= ERAIR FORCE

=-ERussocom care Coalition
0 B2 TMA & Health Affairs
=B coAST GUARD

D--EMilitary Sealift Command
--%[BUMED) HQ Staff Bureau of Medicine and Surgery
--E.[NCA Staff) National Captial Area Staff

"%[NA\FMEDEAST) HQ Staff Mavy Medicine East
--E.[NAVMEDWEST} Mavy Medicine West

"%[NMETC) Mavy Medicine Education and Training Command
D--%[NAVRESERVES) Mavy Reserve Units

D"%[FHGREATLAKES) Maval Reserve Fleet Hospital Great Lakes
D--%[FHFORTD [X) Maval Reserve Fleet Hospital Fort Dix
D"E[FHDALLAS) Maval Reserve Fleet Hospital Dallas
D--%[NRFHM) Maval Reserve Fleet Hospital Minneapolis

D--E.[FH MINNEAPOLIS) Naval Reserve Fleet Hospital Minneapolis

e[ Joint Task Force Capital Medicine (JTF CapMed)

Ok

Close |

| v

Figure 29 — MTF Location Selected — Ok

20. Select Duty Status from the Duty Status drop down list.

Selections include:
Civilian-Contractor
Civilian-GS
Civilian-LN
Civilian-SES
Civilian-Volunteer
Military-Active
Military-Guard
Military-Reserve

S@~oo0oTp

* Senice or Agency

* MTF\ Location’, Linit

I * Dty Status

Rank

Figure 30 — Secure Self Registration — Duty Status
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21. Select Rank from the Rank drop down list.

* MTFY Lacationt Unit 7
* Duty Status | Military-Active

I Rank I

* HIPAA Job Position

* HIPAA, Job Domain &

Figure 31 — Secure Self Registration — Rank

Note: For Military personnel only. This field is optional.

22. Select HIPAA Job Position from the HIPAA Job Position drop down list.
Selections include:

01. Ancillary Clinical

02. Patient Services

03. Operations and Finance

04. Support Services

05. Information Systems

06. Medical Records

07. Nursing

08. Provider

09. Senior Management

10. Not Applicable

T sae@mooooe

***Please see HIPAA Job Position Table (pg. 10-11). This will determine which HIPAA
CORE Course is applicable to your job role.

# MTFY Locationt Unit 6&9 @

* Duty Status  Military-Active
Rank @ EB

I #* HIPAA Job Position I

* HIPAA Jab Domain &

Figure 32 — Secure Self Registration — HIPAA Job Position

23. Click * ff (Search) icon to search for appropriate HIPAA Job Domain.

Rank ' E6
* HIPAA Job Position 01 Ancillary Clinical

* HIPAA Job Domain &

* UUsarname (System generated)

***See Figure 29. Click on one of the plus signs and choose the appropriate Job Domain.

Figure 33 — Secure Self Registration — HIPAA Job Domain



24. Select a Job Role from the Job Role drop down list.

® HIFAA Job Domain lr;'? I
* lob Role o o
* Usemama [Syslem genarated)

Figure 38 — Secure Self Registration — Job Role

Username field is self populated based on entries made by learner in the First and Last Name fields and SSN
field.

25. Enter a Password in the Password field.
26. Re-enter the Password in 'ILQEHCopufirm Password field.

* HIPAA Job Position 01. Ancillary Clinical
* HIPAA Job Dornain &

* Usernarme |STU.DENT.2214 (System generated)

* Password

* Confirm Password

L B T T | P 1 S - - PSP (Rt SO RO PP UEUE B | B UOFT | NSRRI

Figure 39 — Secure Self Registration — Password and Confirm Password

Note: Security policy requires password to be at least 15 characters with at 2 letters, 2 digits and 2 special
characters.

27. Select a Password Challenge question from the drop down list.
Selections include:
a. Your first grade Teacher's name?
b. Model of your first car?
c. Your pet's name?
d. Your Father's middle name?
e. Your favorite city

o TIF The Password Challenge /Respanse: If vou forget your password, the Fasseord Chalenge will be presented 1o wou when you reguest to hive wour passaord
ragat, Thae irgent of the Passwcrd Challenge snd REsponse if to prevent siers fom reseming yoo! passwond

Sisppestions: Answer one ol the groen Questans you il remamber the answer to. Hake the respoase 8 sngle word o phrase you would be famdisr with but others

wuld fest PRCEsERtly ki

* Paggweed Chalange [Your pel's name? = |

* Pasyword Responss L

Updais )| Cancel :I

Figure 40 — Secure Self Registration — Password Challenge



28. Enter the correct response to the Password Challenge in the Password Response field.

@ TIF The Password ChallengefResponse: If you forget your password, the Passy

hawe your password reset, vour password will only be reset when vou respond with the
The intent of the Password Challenge and Response is to prevent others from resetting

Suggestions: Answer one of the given questions you will remember the answer to. M.
farmiliar with but others would not necessarily know.

* Paszwoard Challenge  Your pet's name?

* Paszsword Response

Figure 41 — Secure Self Registration — Password Response

29. Click ‘Next’ to submit the registration form.
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Figure 42 — Secure Self Registration — Completed

oA

*If all areas of Self Registration have been entered, learner will be logged into MHS
Learn. If there are any questions, or areas not meeting minimum requirements, the
learner will be asked to correct those areas before registration is complete.



HIPAA Job Positions and Required Courses

Following is a list of HIPAA job positions, descriptions including examples, and required
HIPAA courses. Appropriate selection of HIPAA Job Position during self-registration
ensures the appropriate assignment of role specific training required by DoD 6025.18R,
"DoD Health Information Privacy Regulation." As the interpretation of HIPAA job
position descriptions (and subsequent assignment of required HIPAA courses)
may vary by facility, this memo is intended as guidance only. Users are advised
to contact their supervisors for clarification and/or further direction on selecting
the appropriate job position.

HIPAA Job | Description Required HIPAA Courses
Position ) ,
Ancillary Ancillary clinical staff including Core Training
Clinical technicians Clinical Training
(i.e., Audiologist, Behavioral Health personnel,
Chiropractor, Clinical Psychologist, HIPAA Refresher Course
Cytotechnologist, Dietician, Occupational (annually)
Therapist, Optician, Optomelrist, Pharmacist, Y
Physical Therapist, Podiatrist, Preventive
Medicine staff, Social Worker, Speech
Pathologist, Cardiovascular Technician, Dental
Laboratory Technician, Dermatology Technician,
Electroneurodiagnositc Technician,
Hemodialysis/Apheresis Technician,
Histopathology Technician, Medical Laboratory
Technician, Nuclear Medicine Technician,
Orthopedic Technician, Otolaryngology
Technician, Respiratory Therapy Technician,
Surgical Technologist, Urology Technician, X-ray
Technician, Clinical support volunteers).
Patient Patient Assistance staff Core Training
Services Clinical Training
(formerly
“Administrative
Support Staff) HIPAA Refresher Course
(annually)
Operations Resource Management, Personnel staff, | Core Training
and Finance | Medical Operations (Readiness, Operations Training
(formerty Education, Training, Security),
“Business/Finance 5
Office”) Headquarters Staff, Executive Agency HIPAA Refresher Course

Staff not elsewhere classified by job
position.

(annually)




Support All non-clinical support personnel Core Training
Services (i.e., Biomedical Repair, Chaplain/Religious Operations Training
(formerly "Faf_;iiity Sen:'i'c_es, Environmeztal ':’1?8’21 JrSfe_!r1vjr'|:§;'s(;skl‘9e -
Suppor Servces) | Facitios Management anioral Fousckeepins. | pAA Refrssher Course
Hygiene/Safety, Logistics, Occupational Health, (annually)
Transportation, Supply. Veterinary Services
Personnel)
Information IM/IT (Information Management/ Core Training
Systems Information Technology) staff, Operations Training
(formerly Telecommunication/Mailroom, Biomedical
Af,’;if;’;’:;‘;’:ﬂ lllustrator/Photographer. HIPAA Refresher Course
(annually)
Medical Medical Records staff, Patient Admin Core Training
Records staff, Coders, Transcriptionists, Clinical Training
Clinical/Ward Admin staff, General HIPAA Refresher Course
Clerical/Secretarial staff, Administrative (annually)
volunteers.
Nursing Staff Nurse- RN/LPN/LVN, Nurse Mid- Core Training
wife, Nurse Anesthetist, Medical Clinical Training
Assistants, Dental Hygienist, Dental
Assistants. HIPAA Refresher Course
(annually)
Providers Physicians- all specialties, Physician Core Training
Assistants, Dentists- all specialties, Nurse | Clinical Training
Practitioners, Research Clinicians, Dental
Science and Research. HIPAA Refresher Course
(annually)
Senior Commanders, Executive staff/Leadership, | Core Training
Management | General Administration staff, Hospital Senior Management

(formerly “Senior
Executive Staff)

Legal staff, Public Affairs/Marketing staff.

Training

HIPAA Refresher Course
(annually)

As the interpretation of HIPAA job position descriptions (and subsequent
assignment of required HIPAA courses) may vary by facility, this memo is
intended as guidance only. Users are advised to contact their supervisors for
clarification and/or further direction on selecting the appropriate job position.
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HOW TO PRINT YOUR HIPAA CORE CERTIFICATE

1. Select the Home icon in the upper right corner of the navigation bar:

Cutline ‘ ’ V @' @ 9

2. Select the Profile tab in the upper right corner of the page:

b\

Catalog N Competencies | Calendar | Profile

3. Select the Transcript button on the left-hand side of the page:

User Information Transcripts Reports Requested Learning Wish List Orders

4. Select Non-Certification Offerings from the drop list

User Infarrmation Transcripts Reports Requested Learning Wish List Orders

Learner Transcripts:

Shaw | Mon-Certification Cfferings v -h

5. You will see your certificate listed in the Completed Certification section. Select the
Certificate icon at the far right of the appropriate course row:

Completed Courses

The courses you have completed are listed below. The “ersion colurmmn shows the version of the content that you completed.

Course Name Offering Name © | Player Status | Completed Date Score Time Version Certificate

Privacy Act and HIPAA Clinical Training Privacy Act and HIPAA Clinical Training Cornpleted 2114108 01:47:03 1.0 =

11



6. You can view and/or print your certificate by selecting the Print MHS Learn Certificate link:

3%
e
/)

Close Fnnt

MHSilearn

|_ TheIMilitary Hé’a.f.rh‘.jy':ira'}ﬁ":"r' TPdining Portdl I. oy : \
Certificate of Learning

Brint MHS Leam Cerificate

This certifies that has pariicipated in Privacy Act and HPAA Chinical Traming with the

Frllrssn miny A bl svismenis

7. Your certificate will open in a new browser window for review and you can select the Print tab
at the top of the certificate to print a hardcopy.

= PRINT -

Certificate of Completion

This cedificate cerifies thal

Do not send a copy of the HIPAA certificate without the date of expiration or completion date. The
date cannot be handwritten.
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FOR QUESTIONS OR TECHNICAL ASSISTANCE

MHS LEARN HELP DESK CONTACT INFO
1-800-600-9332

Option 3

https://mhssc.timpo.osd.mil/
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