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BUMED INSTRUCTION 5510.9A 
 
From: Chief, Bureau of Medicine and Surgery 
 
Subj: BUREAU OF MEDICINE AND SURGERY INSIDER THREAT PROGRAM 
 
Ref: (a) Naval Facilities Engineering Service Center User’s Guide (UG-2040-SHR) July 2000 
 (b) SECNAVINST 5211.5F 
 (c) DoD Directive 5205.16 of 30 September 2014 
 (d) E. O. 13587 
 (e) SECNAVINST 5510.37A 
 (f) OPNAVINST F3300.53C 
 (g) BUMEDINST 3300.1B 
 (h) SECNAVINST 5510.30C 
 (i) DoD Instruction O-2000.16 Volumes 1 and 2 of 20 November 2019  
  
Encl: (1) Definitions and Acronyms  
 (2) U.S. Department of Justice, Insider Threat 
 (3) Asymmetric Warfare Group:  Insider Threats in Partnering Environments 
 
1. Purpose.  To establish the Bureau of Medicine and Surgery (BUMED) Insider Threat 
Program (ITP) per references (a) through (i), publish policy, assign responsibilities, and institute 
the Navy Medicine Insider Threat Working Groups.  Reference (a) is available at 
http://www.navfac.navy.mil/content/dam/navfac/Specialty%20Centers/Engineering%20and%20
Expeditionary%20Warfare%20Center/DoD_Lock_Program/PDFs/UG-2040-SHR.pdf.  This 
instruction is a complete revision and should be reviewed in its entirety. 
 
2. Cancellation.  BUMEDINST 5510.9. 
 
3. Scope and Applicability.  This instruction applies to all BUMED readiness and training 
commands, readiness and training units, commands, support commands; and is applicable to all 
appropriate BUMED departments, antiterrorism/force protection (AT/FP), counterintelligence, 
information assurance, law enforcement personnel, security, human resources, public affairs,  
legal, and other authorities and processes that impact or influence insider threat deterrence, 
detection, and mitigation capabilities. 
 
4. Background.  Per references (a) through (i), all readiness and training commands, readiness 
and training units, commands and activities are to establish an insider threat program to deter, 
detect and mitigate insider threats, and protect classified national security information.  
Unauthorized disclosures of classified information have caused significant damage to national  
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security and violent acts have resulted in loss of life and damage to operational resources.  
Reference (b) defines the Deputy Undersecretary of the Navy for Policy as the Department of the 
Navy ITP lead.  Enclosure (1) defines definitions and acronyms found throughout this 
instruction. 
 
5. Insider Threat Definition.  Per reference (c) and (d), an insider threat is a person with 
authorized access, who uses that access wittingly or unwittingly to harm national security 
interests through unauthorized disclosure, data modification, espionage terrorism, or kinetic 
actions resulting in loss of degradation of resources or capabilities.  The term kinetic can include, 
but is not limited to, the threat of harm from sabotage or workplace violence.   
 
6. Policy.  BUMED must establish an integrated set of policies, programs, and procedures to 
detect, deter, and mitigate insider threats before damage is done to national security or Navy 
personnel, resources, and capabilities.  These policies must leverage existing federal laws, 
statutes, authorities, policies, programs, systems, architecture, and resources to counter the threat 
of those insiders who may use their authorized access to compromise classified information.  
These policies must employ risk management principles, be tailored to meet the distinct needs, 
mission and systems of individual agencies, and must include appropriate protection for an 
individual’s privacy, civil rights and civil liberties. 
 
7. Responsibilities  
 
 a. Antiterrorism Executive Committee (ATEC BUMED-M4B) must: 
 
  (1) Provide oversight and guidance to all BUMED subordinate commands.  
 
  (2) Provide recommendations, prioritizations, planning, programming, information 
sharing, and policy for BUMED Headquarters, and BUMED subordinate commands.  
 
  (3) Incorporate the Navy ITP into the ATEC charter.  
 
  (4) Exercise oversight, management, and review all BUMED subordinate commands 
Navy ITP plans and programs. 
 
  (5) Disseminate any pertinent insider threat information and training to the regional 
antiterrorism officers.   
 
  (6) Implement required training on the U.S. Department of Defense Center for 
Development of Security Excellence for Insider Threat Awareness training, 
http://cdsetrain.dtic.mil/itawareness/. 
 
  (7) Per references (b) through (e), ensure corresponding programs are current and 
executable.  At a minimum, the programs included in budget submitting office (BSO) 18’s ITP: 
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   (a) AT/FP Program. 
 
   (b) Personnel and Industrial Security Program. 
 
   (c) Navy Key and Lock Program. 
 
   (d) Counterterrorism Program and Annual Training. 
 
   (e) Access Control Program. 
 
 b. Deputy Chief, Total Force (BUMED-M1/7) must ensure that insider threat information is 
included in all of the BSO-18 personnel accession screenings and personnel records.  Training and 
Education (BUMED-M7B) will ascertain the appropriate education and training venues.  
 
 c. Assistant Deputy Chief, Information Management and information Technology, Chief 
Information Officer (BUMED-M6B) will comply with references (a) through (i).  BUMED-M6B 
must ensure all cyber and information systems requirements are in compliance with higher 
headquarters requirements and that annual user training is completed and documented.   
BUMED-M6B must also ensure all information systems possess proper protocols to mitigate 
susceptibility to an insider threat. 
 
 d. Assistant Deputy Chief, Fleet Support and Logistics (BUMED-M4B), per references (b) 
through (d), must coordinate with the Special Assistant, Staff Judge Advocate (BUMED-M00J) to 
ensure input to, and oversight of, the Navy ITP in protecting and safeguarding all legal, civil, and 
privacy rights of BSO-18 personnel per reference (d). 
 
 e. BUMED Medical Inspector General will incorporate ITP inspection line items into the 
existing AT/FP inspection tool for inspection of this program.  
 
 f. Commanders, Naval Medical Forces, Commanders and Commanding Officers of Navy 
Medicine Readiness and Training Commands, Officers in Charge of all Navy Medicine 
Readiness and Training Units, labs, and facilities to include BUMED Headquarters and their 
detachments must meet the requirements of this instruction and ensure they: 
 
  (1) Identify, document, and prioritize organizational sensitive assets. 
 
  (2) Are aware of high-risk behavior that can indicate a potential threat.  A sample listing of 
these behaviors are listed below.  This list is not all inclusive: 
 
   (a) Extremist or fascination with terrorist organizations. 
 
   (b) Abrupt change in personality or social engagement. 
 
   (c) Angry outburst or hateful comments about co-workers or organization. 
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   (d) Reports of physical or cyber harassing and bullying. 
 
   (e) Significant interest in areas outside the scope of their duties. 
  
   (f) Working odd hours without authorization. 
 
   (g) Requesting access to information, systems, or facilities not associated with their 
duties. 
 
   (h) Remotely accessing the network at odd times or while on vacation. 
 
   (i) Unnecessarily copying or downloading sensitive information. 
 
   (j) Signs of drug use, alcohol abuse, or illegal activity. 
 
   (k) Financial difficulty or gambling addiction. 
 
   (l) Unexplained wealth or unusual foreign travel. 
 
   (m) Repeated rule violations. 
 
  (3) Establish clear guidelines for reporting suspicious behavior.  Commands must develop 
their own reporting procedures, and ensure staff is trained and understands the reporting process.  
Commands are encouraged to consult the entities listed in subparagraphs 7f(3)(a) through 7f(3)(g) 
when developing their reporting procedures: 
 
   (a) Chain of Command 
 
   (b) Command security manager 
 
   (c) Command antiterrorism officer 
 
   (d) Human resources 
 
   (e) Naval Security Forces 
 
   (f) Naval Criminal Investigative Service special agent 
 
   (g) Command Staff Judge Advocate or legal officer 
 
  (4) Ensure reporting protects the privacy of all concerned. 
 
 
 
 
 

4 



 BUMEDINST 5510.9A 
 3 Jun 2021 
 
  (5) Account for public safety exceptions to statutes and regulations. 
 
  (6) Develop a means of follow-up to the reporting party. 
 
  (7) Implement a system to collect and correlate data while, at all times protecting the 
privacy of those reporting and reported. 
 
  (8) Establish data retention and storage protocols. 
 
  (9) Develop and establish procedures for recommending an appropriate response. 
 
  (10) Regularly review regional AT/FP, physical security and cyber security instructions, 
training, and policy to ensure consistency with preventing insider threats.  This must be 
accomplished at a minimum every 2 years. 
 
  (11) Develop an insider threat instruction which delineates specific responsibilities to 
subordinate commands. 
 
  (12) Ensure all insider threat information and or training is provided to subordinate  
commands.  Leverage all government insider threat information and conduct counterintelligence 
training annually in conjunction with regional security managers and command information 
security officers.  Enclosures (2) and (3) are examples of sources of training for the command 
staff. 
 
  (13) Implement insider threat training using one of the insider threat courses:  Navy 
eLearning, DON-CIAR-1.0 (NCIS Counterintelligence and Insider Threat Awareness and 
Reporting Training), at https://learning.nel.navy.mil/ELIAASv2p/, NCIS Counterintelligence and 
Insider Threat, or Joint Knowledge Online, J3O P-US1343-NCIS, Counterintelligence and Insider 
Threat, at https://jkodirect.jten.mil/Atlas2/page/login/Login.jsf. 
 
  (14) Establish a Navy insider threat working group.  Incorporation of the Navy ITP into 
an existing Force Protection Board or Antiterrorism Working Group that meets at a minimum 
semi-annually is acceptable, per (f) through (i). 
 
  (15) Ensure all regional information systems officers and command level information 
security officers comply with this instruction and references (a) through (i). 
 
  (16) Verify the records of all new personnel accessions are appropriately screened and all 
necessary education and training has been completed. 
 
  (17) Develop guidance for all subordinate commands within their specific area of 
responsibility. 
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  (18) Ensure all BUMED subordinate commands or activities have established a policy to 
review all program specific software and programs that non-U.S. citizens have access to.  This 
review must occur, at a minimum, annually.  Frequent spot checks to ensure the integrity of non-
critical sensitive information are highly recommended.  
 
 g. Commanders, Naval Medical Forces, Commanders and Commanding Officers of Navy 
Medical Readiness and Training Commands, Officers in Charge of all Navy Medical Readiness 
and Training Units, labs, and facilities to include BUMED Headquarters and their detachments 
must ensure the identity of an individual reporting a potential insider threat to the command and 
the substance of information reported is limited to those who have a need-to-know.  The ITP 
must consider all the Fair Information Practices (e.g., notice to the workforce) and the necessary 
privacy and security safeguards, to include role-based access to the data collected, and oversight 
of the program personnel and system administrators. 
 
  (1) Derogatory information acquired as the result of a suspected insider threat report 
should be shared only with those who have a need-to-know or an agency component in a position 
to confirm or deny an allegation.  The information should be reviewed for credibility and 
accuracy prior to command administrative or disciplinary action.  The ITP should also ensure 
that any inaccuracies it has found are remedied and corrections passed along to recipients of the 
erroneous data. 
 
  (2) Reported information may only be used for the purpose reported; it may not have any 
secondary uses unrelated to the insider threat activity, unless authorized by law or regulation.  If 
further administrative or punitive action is considered, commands should consult with the 
cognizant Staff Judge Advocate, counsel, or legal officer.  Finally, it may be necessary to 
establish or amend an agency’s System of Records Notice (SORN) to ensure compliance with 
the Privacy Act of 1974. 
 
  (3) When making a report of a possible insider threat, it is vital that all employees are 
aware of the reporting process and the confidentiality of the report.  Employees and other 
covered persons should be provided the address or link of the applicable privacy impact 
assessment(s), SORN(s), and departmental directive(s), instruction(s), and standard operating 
procedures. 
 
  (4) ITP managers must work closely with the command’s legal department to ensure all 
privacy and confidentiality is afforded to all parties. 
 
  (5) It is the responsibility of all hands to report any suspicious acts described in this 
instruction, any workplace violence, or other action or act conducted by a co-worker which could 
cause damage to national security, or danger to staff or beneficiaries. 
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DEFINITIONS AND ACRONYMS 
 

ATEC -  Antiterrorism Executive Committee  
 
AT/FP -  Antiterrorism/Force Protection.  Defensive measures used to reduce the vulnerability 
  of individuals and property to terrorist acts, to include rapid containment by local  
  military and civilian forces.  Preventive measures taken to mitigate hostile actions  
  against Department of Defense personnel (to include family members), resources,  
  facilities, and critical information.  
 
ATO -   Antiterrorism Officers.  A position whose responsibility is to enact and manage the  
  AT/FP program.   
 
BUMED - Bureau of Medicine and Surgery 
 
CI -   Counterintelligence.  Information gathered and activities conducted to identify, 
  deceive, exploit, disrupt, or protect against espionage, other intelligence activities,  
  sabotage, or assassinations conducted for or on behalf of foreign powers,  

 organizations or persons or their agents, or international terrorist organizations or 
 activities. 

 
CO -   Commanding Officer 
 
IA -   Information Assurance.  Actions that protect and defend information systems by  
  ensuring availability, integrity, authentication, confidentiality, and nonrepudiation. 
 
ITP -   Insider Threat Program 
 
LE -   Law Enforcement 
 
MEDIG -  Medical Inspector General 
 
OIC -   Officer-in-Charge 
 
RISO -  Regional Information Systems Officer 
 
SORN -  System of Records Notice  
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U.S. DEPARTMENT OF JUSTICE, INSIDER THREAT 
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ASYMMETRIC WARFARE GROUP:  INSIDER THREATS IN PARTNERING ENVIRONMENTS 
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